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Research on Technology-Facilitated Gender-Based Violence (TFGBV) in
Armenia

ABSTRACT

This research investigates technology-facilitated gender-based violence (TFGBYV), laying a special
emphasis on its prevalence in the context of Armenian businesses and e-commerce and
addressing a critical and emerging threat to the safety of individuals, particularly women and girls.
TFGBYV includes a range of harmful digital behaviors such as cyberstalking, cyberbullying, image-
based abuse, and sextortion, which are not properly addressed by the existing Armenian laws.
The study critically analyzes Armenian legislation, identifying significant gaps and comparing it
with international best practices to highlight areas for improvement. The absence of a clear
definition of TFGBV and official statistics are identified as major barriers to effective policy
development. The research offers recommendations for legislative reform and enhanced support
systems to protect women both online and offline, advocating for comprehensive measures to
improve online safety. Through its findings, the study emphasizes the urgent need for policy
enhancements that align with global standards to better safeguard and empower women, including
those engaged in entrepreneurship.
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Executive Summary

In exploring TFGBYV, the research highlights the critical gaps in Armenian laws which primarily
focus on traditional forms of abuse, neglecting the complexities of digital platforms. This oversight
leaves victims of TFGBV without adequate legal protection, underscoring the urgent need for
reforms informed by global best practices to safeguard women both online and offline. The study
also identifies the lack of official statistics and a concrete definition of TFGBV as significant barriers
to effective policy development and intervention efforts.

The analysis delves into various forms of TFGBYV, including online harassment (cyberstalking and
cyberbullying), image-based abuse, coercive behavior (such as sextortion), and online
impersonation. By examining international best practices and comparing them with Armenian
legislation, the research highlights key areas for improvement. The findings emphasize the
necessity for comprehensive measures to enhance online safety, improved platform
accountability, and robust support systems to protect and empower all women, including
entrepreneurs.

1.Summary of Key Findings

The current report outlines various forms of TFGBV. By closely examining and analyzing different
legislations, reports, articles, and publications related to this issue in five initially chosen countries,
TFGBYV laws and regulations were categorized as demonstrated in Annex A.

In many cases, laws and regulations addressing TFGBV fall under online harassment (which
includes cyberstalking and cyberbullying), image-based abuse, coercive behavior (like sextortion),
and online impersonation. After studying international best practices, the Armenian legislation was
analyzed, and key gaps were identified.

Armenian laws currently focus on traditional forms of abuse and fail to address digital platforms’
complexities, leaving victims of TFGBV without adequate legal protection. This underscores the
urgent need for reforms informed by global best practices to safeguard women both online and
offline. Additionally, the lack of official statistics and a concrete definition of TFGBV hampers
effective policy development and intervention efforts.

The survey analysis highlights the pervasive nature of TFGBV and its profound impacts on
women's personal and professional lives. Women of all ages, especially younger ones, experience
online targeting, with social networks being the primary platform for such harassment. Despite
attempts at protection through reporting and seeking support, challenges like fear of retaliation



and inadequate mechanisms persist. The findings underscore the urgent need for comprehensive
measures to enhance online safety, emphasizing improved platform accountability and robust
support systems to protect and empower all women, including those who are entrepreneurs.
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2. TFGBV as a Form of Gender-Based Violence

Nowadays, the wide use of technology has transformed the dynamics of human interaction,
changing the way people communicate, collaborate, and navigate the world around them. While
these advancements have undoubtedly brought about numerous benefits, they have also had
significant impacts on gender equality and women's rights. These impacts include exacerbating
existing forms of violence against women (VAW) and giving rise to new forms, such as TFGBV.

TFGBV is a worrying trend, which involves using digital platforms and communication tools to
harass, control, or harm individuals. It encompasses any act carried out or magnified through
digital tools or technologies causing physical, sexual, psychological, social, political, or economic
harm to women and girls due to their gender?.

According to numerous reports and studies, a wide array of behaviors falls under the umbrella of
TFGBV. These behaviors encompass various forms of harassment, abuse, and exploitation that
leverage digital platforms and communication technologies. Commonly recognized types of
TFGBYV include but are not limited to:

Refers to sharing personal and sensitive information, such as home and
Doxxing work addresses, telephone numbers, email addresses, and family names
without permission.

Refers to a large group of online attackers who collectively threaten, insult,

Cybermob and verbally abuse a target, often in a coordinated and organized manner.

Involves the use of imagery, typically of a sexual nature, to objectify, exploit,
humiliate, or harass individuals. Examples include the non-consensual

Image-based . i .
sharing of intimate imagery, also known as non-consensual porn, and the

abuse . o . . - . .
dissemination of child sexual abuse material, depicting minors in sexually
explicit situations.

Online Involves creating a fake online profile and assuming someone else's

identity for malicious purposes, which may include damaging someone's

Impersonation reputation or threatening their safety.

Refers to a form of electronic blackmail where the perpetrator demands
Sextortion money, sexual favors, or additional explicit images in exchange for not
exposing intimate images or private information.

Entails persistently surveilling, contacting, and pursuing an individual
Cyberstalking | through technological means, often without their consent. Cyberstalking
has the potential to escalate into offline stalking and vice versa.

Involves the intentional and repetitive use of digital platforms to cause harm
Cyberbullying | to an individual, typically by damaging their self-esteem and psychological
well-being.

1 https://www.unwomen.org/en/what-we-do/ending-violence-against-women/fags/tech-facilitated-gender-based-violence
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Encompasses repetitive actions aimed at threatening, pestering,
frightening, or abusing someone through the transmission of degrading,
offensive, or insulting comments or images.

Online
harassment

A shallowfake is a form of media manipulation, often created using basic
editing software, where someone's face is put onto another person's body.
Deepfake uses sophisticated Al and ML algorithms to create very realistic
fake images or videos by swapping faces or altering content. It's much more
convincing than shallowfakes?.

Shallowfake or
deepfake

The aforementioned terms will serve as the foundational vocabulary throughout the entire study.

2 https://www.unfpa.org/thevirtualisreal-background#glossary
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3.0verview of Research Components

The research was conducted through a structured multi-phase approach, as illustrated below:
Figure 4.1. Research components

Legislation Online Focus

Analysis Survey

Groups &
Interviews

1. Legislation Analysis

The first phase involved a thorough analysis of the existing Armenian legislation and policy
frameworks pertaining to TFGBV. This component aimed to:

» Evaluate the existing laws: Assess the comprehensiveness and effectiveness of current
laws and policies in addressing TFGBV.

= |dentify gaps: Pinpoint areas where current legislation falls short in protecting individuals
from digital forms of violence.

= Compare international standards: Conduct a comparative analysis of Armenian laws
against international standards and best practices to highlight discrepancies and potential
improvements.

2. Online Survey

The second phase consisted of conducting an online survey targeting women and girls, including
womenentrepreneurs in Armenia. The survey aimed to:

= Assess prevalence and impact of different types of TFGBV.
= |dentify perceptions and survivors’ experiences regarding TFGBV.

3. Focus Groups and Interviews

The final phase of the research involved conducting focus groups and interviews with key
stakeholders, including women in business, NGOs and other key stakeholder agencies.

4.Research Methodology

4.1. Legislation Analysis

The study includes a comprehensive review and analysis of existing local legislation, regulations,
policies, tools, and formal mechanisms related to TFGBYV, particularly in the context of businesses
and e-commerce.
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Additionally, the desk research incorporates an examination of best international practices on
TFGBYV legislation and regulations, particularly from three selected EU countries, as well as the
United States and Canada.

The EU countries selected for studying legislative practices were determined based on
internationally recognized gender indices and scores, particularly the Gender Equality Index, the
Gender Gap Index, and the Women, Business and Law score.

In an audit carried out by the European Commission’s Joint Research Centre, the Gender Equality
Index was acknowledged as a reliable measurement tool for gender equality in the European
Union. According to the Gender Equality Index 2023, Sweden emerges as a frontrunner, scoring
82.2 points out of 100 (see Figure 5.1.1).

Figure 5.1.1. Gender Equality Index 2023, top 10 countries

and EU average®

Sweden o This score exceeds the EU average by
Netherlands 779 12.0 points. Following closely behind, the
Denmark 778 Netherlands (77.9 points) and Denmark
Spain I 764 (77.8 points) also demonstrate strong
Belgium 76 performances, positioning themselves
e — above the EU average by 7.7 and 7.6

Luxembourg I 5 7
Finland I 74 7

points respectively*.

lreland I 74 4 Another global assessment, the Women,
Austria I 7|2 Business, and Law 2023 score, highlights
EU S— 702 ongoing efforts to advance gender

equality through legal frameworks®. The
Women, Business, and the Law initiative critically evaluates the impact of domestic laws and
regulations on women's economic opportunities, advocating for reforms to eliminate discriminatory
practices and barriers to women's participation in the workforce.

Based on the rankings from internationally recognized gender indices mentioned above, Sweden,
Denmark, and the Netherlands have been selected for studying regulations and laws related to
gender-based violence, with a particular focus on TFGBV.

After reviewing the best international practices, potential areas of improvement applicable to the
Armenian context were identified, and a localization strategy for these international best practices
was suggested. The desk research serves as a foundation for understanding the current legislative

3 Source: European Institute for Gender Equality, https://eige.europa.eu/gender-equality-index/2023/compare-countries

4 Gender Equality index 2023, https://eige.europa.eu/publications-resources/publications/gender-equality-index-2023-towards-
green-transition-transport-and-energy

5 Women, Business and the Law 2023, https://openknowledge.worldbank.org/server/api/core/bitstreams/b60c615b-09e7-46e4-
84c¢1-bd5f4ab88903/content
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and policy landscape, identifying gaps, and evaluating the effectiveness of current preventive
measures and support systems.

4.2. Quantitative and Qualitative Data

A mixed methodology was employed to provide a robust framework for investigating and
addressing TFGBV in businesses and e-commerce, combining the strengths of both qualitative
and quantitative research methods.

The quantitative data was collected through the online survey, which was distributed to
participants through the Safe YOU mobile application. The survey questionnaire (see Annex B)
was specifically developed to gather data for this study.

The questions of the online survey include the following topics:

» General demographics,

» The awareness and understanding of the users of the TFGBV as a form of violence and
the need for its reporting,

» The experience of the users referring to cases of TFGBYV,

» The experience of the users referring to online safety issues in the context of business and
entrepreneurial activities.

The qualitative data was collected through interviews and online focus group discussions with
stakeholders in target cities (Yerevan, Gyumri, and Vanadzor). Three focus group discussions
have been conducted, employing open-ended questions to explore stakeholders' perceptions of
TFGBYV in business environments.

Focus Group Target Groups
The main target groups and stakeholders for the research are listed as follows:

e Focus Group 1| Women in business (agriculture, tourism, etc.) including women-led SMEs
from 3 target cities.

« Focus Group 2 | Key Stakeholder Agencies, Interest Groups, NGOs and CSOs, and other
relevant organizations with the responsibility or interest in addressing TFGBV, gender
equity, and women’s economic engagement.

o Focus Group 3 | Businesses operating in digital space.
Interviews

To complement the desk research results, 4 separate interviews were conducted with
representatives from:

» The Human Trafficking and Women'’s Issues Division of the Ministry of Labor and Social
Affairs

» Human Rights Defender’s Office

= Juvenile Delinquency and Domestic Violence Prevention Department of Police of the RA
Ministry of Internal Affairs

civitta




= Department of Investigation of Cybercrime and High Technology Crime of General
Department of Investigation of Particularly Important Cases of the RA Investigative
Committee.

Qualitative data analysis | A thematic analysis was conducted using the transcripts of the focus
group discussions and insights gathered from interviews.

Quantitative data analysis | Statistical methods like Crosstab and Factor Analysis were used to
analyze survey responses, calculating frequencies, percentages, and other relevant measures
aimed at identifying prevalent forms of TFGBV and assess the effectiveness of current preventive
measures and support systems. Survey responses were analyzed through Excel and SPSS
software.

Key findings | Based on the analysis of the legislative and policy review both on local and
international levels, as well as the results of the primary research, including the survey and the
focus group discussions, key findings were developed.
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5.International Best Practices

5.1.

Canadian Legislative Framework

In Canada, several sections of the Criminal Code are pertinent to addressing TFGBYV, particularly
in cases involving the dissemination of intimate images or defamatory content online.

In Canada’s Criminal Code®:

SECTION 162| Prohibits knowingly distributing or advertising intimate images without consent,
punishable by imprisonment for up to five years.

SECTION 184| Outlines the legal consequences for individuals who knowingly intercept
private communications using any electronic, acoustic, mechanical or similar device,
punishable by up to five years’ imprisonment.

SECTION 264| Prohibits harassment that causes a person to fear for their safety or the safety
of others known to them. The prohibited conduct includes repeatedly following someone or
others known to them, repeatedly communicating with someone or others known to them,
besetting or watching the dwelling, workplace, business, or any place where the person or
anyone known to them resides, works, carries on business, or happens to be, and engaging
in threatening conduct directed at the person or any member of their family. Such harassment
is punishable by up to 10 years’ imprisonment.

SECTION 298| Defines defamatory libel as publishing matter likely to harm a person's
reputation, punishable by imprisonment. According to Section 300, publishing false
defamatory libel is punishable by imprisonment for up to five years. Section 301 addresses
the publication of defamatory libel, which is punishable by imprisonment for up to two years.
SECTION 346| Addresses exerting pressure on another person through threats, usually to get
them to do something and is subject to imprisonment for up to five years.

SECTION 372 (1) | Pertains to sending messages with fraudulent intent, punishable by
imprisonment for up to five years.

SECTION 372 (2,3) | Pertains to indecent and unwanted communication. Everyone who
commits an offence under this section is guilty of an indictable offence and liable to
imprisonment for a term of not more than two years; or guilty of an offence punishable on
summary conviction.

SECTION 403| Prohibits the fraudulent personation of another person, punishable by
imprisonment for up to 10 years.

SECTION 423| Anyone who wrongfully seeks to compel another person to either refrain from
exercising their lawful rights or to engage in actions they have the right to avoid commits a
criminal offense. This offense is punishable as either an indictable offense, with imprisonment
for a maximum of five years, or as a summary conviction offense. Every person convicted of
an offense punishable on summary conviction is liable to a fine of not more than $5,000, or

6 Criminal Code, R.S.C., 1985, https://laws-lois.justice.gc.ca/eng/acts/C-46/index.html
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to a term of imprisonment of not more than two years less a day, or to both (C-46, Section
787(1)).

“Protecting Canadians from Online Crime Act”, enacted in 2014, further enhances protections
against online crime and improves the legal framework to address various issues related to
cybercrime. & Specifically, the amendments made by this act target modern challenges, such as
online fraud, identity theft, and cyberbullying, and represents Canada’s efforts to adapt its legal
framework to the evolving nature of criminal activities. The amendment creates new provisions for
removing intimate images from the internet, recovery of expenses for removal, and restrictions on
computer and internet use by offenders.

The enactment of this act renders nonconsensual distribution of intimate images illegal.
Furthermore, the law encompasses cases where the perpetrator threatens to disseminate the
images/videos. Penalties for such offenses can result in imprisonment for up to five years

“Protecting Victims of Non-consensual Distribution of Intimate Images Act, RSA 2017, c.P-
26.9” enacted in Alberta, Canada also aims to address the issue of non-consensual distribution
of intimate images. In this context, an "intimate image" refers to a visual recording of a person
made by any means, including a photograph, film, or video recording. The act prohibits the
distribution of intimate images without consent, treating it as a tort against the victim. It is important
to note that the victim can take legal action without proving damages. Besides, the act maintains
privacy rights for victims who initially consented to image recording but not distribution: consenting
to the creation of the image does not automatically imply consent for its distribution to others.
Therefore, if someone distributes such an image without the subject’s consent, it would still be
considered a violation of their privacy rights under the act.

According to The Defamation Act, RSY 2002, c.52, a person can sue for defamation without
needing to prove special damage or harm®.

The Privacy Act is a piece of legislation outlined in Chapter P-24 of The Revised Statutes of
Saskatchewan. Since its enactment, it has been amended several times, including by the Statutes
of Saskatchewan in 1979 (c.69), 2004 (c.L-16.1), 2018 (c.28), and 2022 (c.29). This act governs
matters related to the protection of individuals’ privacy rights, including the collection, use, and
disclosure of personal information by public bodies in Saskatchewan, Canada. According to the
act:

e |tis considered a tort, “actionable without proof of damage, for a person to willfully violate
the privacy of another person without any claim of right” (c.373).

7 Criminal Code, R.S.C., 1985, https://laws-lois.justice.gc.ca/eng/acts/c-46/section-787.html
8 Protecting Canadians from Online Crime Act, S.C. 2014,

Available: https://laws-lois.justice.gc.ca/eng/annualstatutes/2014 31/fulltext.html

9 Defamation Act, RSY 2002,

Available: https://www.canlii.org/en/yk/laws/stat/rsy-2002-c-52/latest/rsy-2002-c-52.html?resultindex=2
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e The act provides examples of actions that constitute a violation of privacy, including
auditory or video surveillance of a person by any means, recording conversations without
consent, using a person’s name or likeness for commercial gain without consent, or using
personal documents without consent.

e In an action for violation of privacy, the court has the authority to provide appropriate
remedies, including: Awarding damages to compensate the plaintiff for harm suffered,
granting an injunction to prohibit further privacy violations, ordering the defendant to
account for any profits gained from the violation, and requiring the defendant to surrender
any articles or documents obtained through the violation.

The act also contains provisions regarding the non-consensual distribution of intimate images,
majority of which is the same as outlined in aforementioned “Protecting Victims of Non-consensual
Distribution of Intimate Images Act”.

The non-consensual distribution of intimate images is highly regulated in Canada, with several
provinces having enacted specific legislation to address these issues. One of them is the Intimate
Image Protection Act, Manitoba Province!, which states that the defendant must prove that
they had reasonable grounds to believe they had consent to distribute the image when it was
distributed.

The Act Respecting the Unauthorized Distribution of Intimate Images and Protection
Against Cyber-bullying provides additional penalties and enforcement mechanisms for the non-
consensual distribution of intimate images and cyber-bullying, including: an order prohibiting the
person from distributing the intimate image, an order prohibiting the person from making
communications that would be cyber-bullying, or any other form of contact; an order requiring the
person to take down or disable access to an intimate image or communication, an order referring
the matter to dispute-resolution services provided by the agency or otherwise.

Other examples of regulation can be found in the Act Respecting the Protection of Intimate
Images, Newfoundland and Labrador, and Intimate Images Protection Act, Prince Edward
Island. These acts contain the same provisions.

While analysing Canada’s Criminal Code, as well as provincial and territorial statutes, several key
commonalities could be found:

e Recognition of the serious harm caused by the non-consensual distribution of intimate
images.

e Prohibition of distribution of intimate images without the explicit consent of the individual
depicted in the image.

e Provision of legal remedies for victims, such as civil actions for damages, injunctions, and
other forms of relief.

e Imposition of criminal penalties for offenders, including fines and imprisonment in some
cases.

10 The Intimate Image Protection Amendment Act, S.M. 2023

https://web2.gov.mb.ca/laws/statutes/2023/c02323.php?lang=en#
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Key differences among provincial statutes are mostly regarding penalties and enforcement
mechanisms: while some laws focus on civil remedies, others involve criminal prosecution with
varying degrees of severity in penalties. However, the common goal of these laws is to protect
individuals’ privacy and autonomy by prohibiting the non-consensual distribution of intimate
images and holding offenders accountable for their actions.

5.2. USA Legislative Framework

In 2023, first-ever U.S. National Plan to End Gender Based Violence was released. With this
plan, the Federal Government aims to advance a comprehensive approach to preventing and
addressing sexual violence, intimate partner violence, stalking, and other forms of gender-based
violence. The document describes GBV as a a public safety and public health crisis, affecting
urban, suburban, rural, and Tribal communities in the United States. !

On March 8, 2021, International Women’s Day, President Biden issued Executive Order 14020,
on the Establishment of the White House Gender Policy Council (GPC), creating the first
freestanding policy council within the Executive Office of the President focused on advancing
gender equity and equality in both domestic and foreign policy.

The strategy outlines that prevention is an essential component of eliminating GBV. A set of policy
and programmatic actions are proposed that address root causes, social norms, prevention and
early intervention. The National Plan identifies seven strategic pillars undergirding the
government-wide approach to preventing and addressing GBV.

*= Prevention

= Support, healing, safety, and well-being

= Economic security and housing stability

» Online safety

» Legal and justice systems

» Emergency preparedness and crisis response

» Research and data
One of the Biden-Harris administration goals was to establish a strategic vision and coordinated
approach for how the government addresses online forms of GBV, this strategy includes:

» Improving coordination among federal agencies and departments to strengthen the Federal
Government's effectiveness in preventing and addressing TFGBV.

» Update federal surveys and data collection efforts on GBV to incorporate measures for
TFGBY, including different forms of online abuse.

11 The White House. U.S. National Plan to End Gender-Based Violence: Strategies for Action. May 2023.

https://www.whitehouse.gov/wp-content/uploads/2023/05/National-Plan-to-End-GBV.pdf

civitta



https://www.whitehouse.gov/wp-content/uploads/2023/05/National-Plan-to-End-GBV.pdf

» |ncrease access to survivor-centered services, information, and support for victims who
experience TFGBYV through training and assistance for victim advocates, law enforcement,
and the criminal legal system.

In 1994, the United States Congress passed the first comprehensive package of legislation aimed
at preventing violent acts against women. 2 Violence Acts Against Women (VAWA) addresses
various forms of gender-based violence, including domestic violence, dating violence, sexual
assault, and stalking. In the following decades, VAWA was reauthorized four times: in 2000, 2005,
2013, and 2022. The 2022 reauthorization strengthens this law, including by:

= Establishing a federal civil cause of action for individuals whose intimate visual images are
disclosed without their consent, allowing a victim to recover damages and legal fees;
creating a new National Resource Center on Cybercrimes Against Individuals; and
supporting State, Tribal, and local government efforts to prevent and prosecute
cybercrimes, including cyberstalking and the nonconsensual distribution of intimate
images.

In the U.S., 48 states and the District of Columbia have Laws Against Nonconsensual
Distribution of Intimate Images. These laws criminalize the act of knowingly distributing private,
sexually explicit images of another person without their consent. However, the legal framework in
the country greatly varies by state. Some states classify nonconsensual distribution of intimate
images/videos as a misdemeanor, while others treat it as a felony offense. Unlike Canada, which
has comprehensive national laws specifically targeting nonconsensual distribution of intimate
images/videos, the U.S. doesn’t have federal legislation that specifically addresses this issue.

The Computer Fraud and Abuse Act (CFAA) prohibits unauthorized access to computer
systems, which may apply to cases of online impersonation involving hacking or unauthorized use
of accounts. Additionally, Identity Theft and Assumption Deterrence Act criminalized identity
theft and the misuse of personal information. The Interstate Communications Act (ICA) prohibits
the transmission of threatening communications across state lines. Federal prosecutors may use
these laws to pursue charges against individuals engaged in interstate sextortion schemes or
those who use electronic means to facilitate their crimes. Identity Theft and Assumption
Deterrence Act of 1998, makes it unlawful for anyone to knowingly transfer or use, without lawful
authority, a means of identification of another person with the intent to commit, or otherwise
promote, carry on, or facilitate any unlawful activity that constitutes a violation of Federal law or a
felony under State or local law.

In 2022, the governments of the U.S. and the Kingdom of Denmark launched the Global
Partnership for Action on Gender-Based Online Harassment and Abuse (the Global Partnership),
which is an effort for coordinating action to address TFGBV. Now, the partnership is a 12-country
coalition and includes Australia, Canada, Chile, Denmark, Iceland, Kenya, Mexico, New Zealand,
the Republic of Korea, Sweden, the United Kingdom, and the United States. It is working alongside
a multi-sectoral advisory group that brings evidence-based and coordinated solutions, principles,

12 The Violence Against Women Act of 1994, Updated December 7, 2000

Available: https://mainweb-v.musc.edu/vawprevention/policy/vawa.shtml
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and policies to address the issue of TFGBV. Its objectives include developing and advancing
shared principles, increasing targeted programming and resources, and expanding access to
reliable, comparable data®.

5.3. Sweden Legislative Framework

Legislation is Sweden generally does not differentiate domestic violence from violence in other
societal domains, or between crimes by the sex of the perpetrator or the victim. The gender-based
crime “gross violation of a woman'’s integrity” is an exception, as it also exists in the gender-neutral
form, “gross violation of integrity”. If murder, coercion, or deprivation of freedom are committed by
a man against a woman to whom he is or has been married, or with whom he has been cohabiting
under circumstances similar to marriage, he is instead guilty of gross violation of a woman’s
integrity. The provision is intended to increase the penal value of offences, which together
constitute a serious violation of a woman’s integrity. This is often the case regarding domestic
violence. Alongside this specific provision!4, crimes such as assault, murder, and sexual crimes,
including rape, may of course also apply.

In the Swedish Criminal Code?®:

= SECTION 4| Focuses on unlawful coercion. The provision states that coercion through
violence or threat of violence, threat of a criminal act, and prosecution or reporting
constitutes unlawful coercion. In the context of TFGBYV, this could include threats of
physical harm made through digital means, such as threatening messages or explicit
images sent to coerce someone into a particular action or to intimidate them.

» SECTION 6A| Addresses the offense of intrusive photography, particularly when it
involves unlawfully recording images of individuals in private spaces. in the context of
TFGBYV, this could include cases where perpetrators use hidden cameras or spyware
on electronic devices to record intimate moments without the victim’s consent,
potentially for the purpose of harassment, coercion, or exploitation. the law stipulates
penalties of fines or imprisonment for up to two years for those found guilty.

= SECTION 6B| Pertains to the unauthorized use of another person’s identity data to pass
oneself off as that person. This includes identity theft or impersonation online to harass,
defame, or deceive others based on their gender.

= SECTION 6C| Addresses the dissemination of sensitive personal information or images
without consent, particularly those related to a person’s sexual life, health, victimization,
vulnerability, or nudity. This offense could encompass actions such as non-consensual

13 2022 Global Symposium on Technology-facilitated Gender-based Violence Results: Building a Common Pathway, Wilson
Center, UNFRA, 2022

Available: https://www.unfpa.org/sites/default/files/pub-pdf/2022-GlobalSymposium-TFGBV_EN.pdf

14 Combating violence against women, Sweden, European Institute for Geder Equity

Available: https://eige.europa.eu/sites/default/files/documents/2016.5495 mh0216777enn_pdfweb 20170215100606.pdf

15 The Swedish Criminal Code, 1 January 1965

Available: https://www.government.se/contentassets/7a2dcae0787e465e9a2431554b5eab03/the-swedish-criminal-code.pdf
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distribution of intimate images, disclosure of someone’s health status, or sharing private
information about a person’s experiences of abuse or vulnerability.

= SECTION 9A| Prohibits the covert interception of speech or conversations using
technical devices without the consent of parties involved, stipulates penalties or fines or
imprisonment for up to two years for those found guilty.

Sweden has a strong legal framework for gender equality and combatting violence against women.
It's also worth noting that Sweden introduced one of the first data protection laws in the world in
1973 with the introduction of the Data Act. ¢ Since 25 May 2018, the principal data protection
legislation in the EU has been Regulation (EU) 2016/679 (GDPR). In Sweden, the Data Protection
Act and the Data Protection Regulation supplement the GDPR. There are also several sector-
specific legislations which impact data protection, for example, the Criminal Data Act and the
Camera Surveillance Act. Processing of personal data is lawful only if, and to the extent that, it is
permitted under EU data protection law.

According to the Camera Surveillance Act, it is not allowed to use video surveillance outside of
one’s own home or property. 17 If video surveillance is used to monitor areas outside of one’s own
home or property, the person needs to comply with the rules of the GDPR and the Swedish
Camera Surveillance Act.

There is also a specific law that prohibits discrimination, called the Discrimination Act.'® This law
prohibits employers, organisations, and education providers from treating some people worse than
others The law prohibits discrimination on such grounds as sex, gender identity, sexual orientation,
age, ethnicity, etc. In the context of gender-based discrimination and violence, the relevant
provisions are:

* PROHIBITION OF DISCRIMINATION IN EMPLOYMENT]| This law prohibits employers from
discriminating against employees, job applicants, trainees, or temporary workers based on
various grounds, including gender. Discrimination in the form of inadequate accessibility is
also addressed. This means that employers are obligated to prevent and address
harassment and discrimination experienced by employees, including online harassment or
cyberbullying based on gender.

= OBLIGATION TO INVESTIGATE AND TAKE MEASURES AGAINST HARASSMENT]
Employers are required to investigate allegations of harassment or sexual harassment in
the workplace and take appropriate measures to prevent future occurrences. Employers
would need to address instances of TFGBV by employees, trainees, or temporary workers.

The law also entails that work on active measures is to be conducted continuously. Active
measures are aimed at preventing discrimination and promoting equal rights and opportunities for

16 https://gdprhub.eu/Data_Protection_in_Sweden

17 https://www.imy.se/en/individuals/camera-surveillance/

18 Discrimination Act, 2008:567

Available: https://www.do.se/choose-language/english/discrimination-act-2008567
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all regardless of gender. This includes investigating the existence of any risks of discrimination,
as well as taking prevention and promotion measures. Notably, employers are obliged:

= to promote gender balance in different types of work, among different categories of
employees and in management positions by means of education and training, skills
development and other appropriate measures

» to have guidelines and routines for their activities to prevent harassment, sexual
harassment and reprisals

» to assess whether pay differences are directly or indirectly associated with gender.

Furthermore, the Equality Ombudsman is to supervise compliance with this Act. The
Ombudsman first tries to persuade those affected by the law to follow it willingly. However, the
equality ombudsman may also bring a court action on behalf of the individual who consents to it.

Sweden has an authority responsible for protecting individual’s privacy in the information society
without unnecessarily preventing or complicating the use of new technology. Sweden is one of the
few countries where national helplines for women meet the Council of Europe standards. The
state-run helpline service, Kvinnofridslinjen, also runs a website. The website primarily supports
women survivors of violence and their families but also assists professionals working in the field.
In addition to the two national women’s helplines, most of the crisis centers and women’s shelters
in Sweden run helplines and online chats that women all over Sweden can access. In total, more
than 100 helplines are run by crisis centers and women'’s shelters.

In 2017, Sweden initiated a comprehensive 10-year national strategy aimed at preventing and
combating men’s violence against women. The plan is broken down into four guiding targets: more
and effective preventive work against violence; better detection and stronger protection for women
and children who are victims of crime; more effective law enforcement; and improved knowledge
and working methods. The strategy’s main focus, departing from an intersectional perspective, is
on the perpetrator rather than the victim, on girls’ and young women’s exposure to crime and on
improved cooperation and knowledge-based working methods.

5.4. Denmark Legislative Framework

Denmark, renowned for its commitment to human rights and social equality, has established a
robust legal framework to address various forms of violence and discrimination, including those
related to sex, gender, and other personal characteristics. Within this framework are laws and
regulations designed to tackle targeted forms of TFGBV, ensure data protection in compliance
with the GDPR, and uphold the principles of non-discrimination and equal treatment.

According to the Danish Criminal Code?®:

= SECTION 217| Prohibits any person from inducing another individual to engage in sexual
intercourse through illegal coercion. Importantly, the law specifies that coercion does not
necessarily involve physical violence or the explicit threat of violence. This means that
psychological coercion, which can be exerted through technology, such as cyberbullying,
harassment, or the dissemination of intimate images without consent could also be

19 https://antislaverylaw.ac.uk/wp-content/uploads/2019/08/Denmark-Criminal-Code.pdf
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considered illegal coercion under this provision. The punishment for this offense is
imprisonment for up to four years. This highlights the seriousness with which Danish law
treats acts of coercion aimed at procuring sexual intercourse, regardless of the means
used, including those facilitated by technology.

= SECTION 232| States that any person who violates decency or provides public outrage by
indecent conditions, is punishable by fine or imprisonment up to four years. This provision
can be applicable to cases pertaining to sharing the content of a sexual or pornographic
nature, or sending sexual images or videos to someone who has not consented to receiving
the material, also known as “digital flashing”. The penalty is two years if the victim is over
15 years old, and four years if the victim is under 15 years old.

= SECTION 260| Addresses unlawful coercion. As per this section, unlawful coercion involves
forcing someone to do, tolerate, or refrain from doing something through various means,
including: Violence or threat of violence, threat of major damage to property, detention,
making false criminal accusations or accusations of shameful conduct, revealing private or
intimate matters. The provision recognizes that coercion can occur through threats related
to criminal offenses or defamation. This encompasses situations where perpetrators use
technology to threaten to disclose sensitive or damaging information, including false
accusations or defamation online, to force someone into certain actions or behaviours.

= SECTION 263| Prohibits individuals from using a device to secretly intercept or record
statements made in private conversations. This provision also criminalizes the unlawful
access to someone else's information or programs intended for use in an information
system. This addresses situations where individuals gain unauthorized access to personal
data, private communications, or computer programs through hacking, phishing, or other
illegal means.

= SECTION 264(D)| States that if images or videos of sexual content are shared without the
consent of the person appearing on the material, the sharing can be punished with up to
six months’ imprisonment if the person in the picture or video is over 18 years of age. In
especially severe cases, the penalty can be increased to up to three years in prison. This
may be the case, for example, if the material is shared to a particularly large extent.

= SECTION 276| The law prohibits individuals from threatening someone with violence,
significant damage to property, detention, false accusations of criminal offenses,
accusations of shameful conduct, or revealing private matters in order to obtain unlawful
gain or benefit.

In situations where pornographic content depicts individuals under 18 years of age, it falls under
the category of child pornography, and the penalty is two years’ imprisonment and, in particularly
aggravating circumstances, up to six years’ imprisonment. A majority in the Danish Parliament
wants to criminalise stalking with an independent provision in the Penal Code. Today, stalking is
banned in the sense that the police can issue a restraining order for the stalker. This means that
it is forbidden for the person to continue stalking, as doing so would violate the condition. The
penalty is two years in prison. However, experiences have shown that restraint is not effective
enough to stop or prevent stalking. An independent provision in the penal code will make it
possible to react more quickly and will send a clear signal that stalking is a serious issue.
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Besides the GDPR, Denmark has implemented its own supplementary regulation, the Danish Data
Protection Act?°, which sets out specific rules and provisions regarding the processing of personal
data within Denmark, ensuring compliance with the GDPR while also addressing certain national
requirements or specifics. Denmark has also ratified and implemented the Istanbul Convention in
2014.

5.5. Netherlands Legislative Framework

The Dutch Criminal Code ?'contains provisions that address various forms of gender-based and
technology-facilitated violence. Specific offences are typically categorized under broader legal
concepts such as assault, sexual offenses, harassment, and human trafficking. Some key
provisions in the Dutch Criminal Code that pertain to gender-based or technology-facilitated
violence are found in:

e SECTION 138(A, B)| If someone intentionally and unlawfully accesses a computer system,
they are guilty of computer trespass. if the offender subsequently copies data from the
accessed system for their use or someone else’s, they could face up to four years in prison
or a significant fine.

e SECTION 139(A-E)| Any person, who by means of a technical device, intentionally
eavesdrops or records a conversation without being a participant in it or without consent is
liable to a term of imprisonment not exceeding six months or a fine; Anyone who
intentionally intercepts or records data being transmitted through telecommunications can
be punished with up to one year in prison or a fine; If someone installs a device intending
to eavesdrop on, or record conversations, or any other form of data exchange using
computer systems, could face up to one year of imprisonment or a significant fine.

e SECTION 139(F, G)| Punishes the intentional and unlawful production of private images and
prohibits public sharing of such images.

e SECTIONS 284| Covers the offense of extortion; any person who compels another person
to act or to refrain from certain acts by threat shall be liable to a term of imprisonment not
exceeding nine months or a fine.

e SECTION 285(B)| Covers offenses related coercive privacy violation; any person who
unlawfully violates another person’s personal privacy with the intention of compelling that
other person to act or refrain from certain acts is guilty of stalking and liable to a term of
imprisonment not exceeding three years or a fine.

e SECTIONS 300-304| Covers offenses related to assault, including physical violence or harm
inflicted on another person. This includes domestic violence, which may be prosecuted
under these provisions if committed within the context of a domestic relationship.

20 The Data Protection Act, 23 May 2018, https://www.datatilsynet.dk/media/7753/danish-data-protection-act.pdf

21 Criminal Code of Netherlands, 3 March 1881

Available: https://antislaverylaw.ac.uk/wp-content/uploads/2019/08/Netherlands-Criminal-Code.pdf
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Regarding image-based abuse, the Netherlands, like the USA, does not have specific, nation-
wide legislation. Instead, it relies on existing laws related to privacy violation and defamation, such
as the EU's GDPR, which provides a comprehensive framework for the protection of personal
data. Therefore, penalties vary depending on how courts interpret these laws. The Netherlands
also has the Equal Treatment Law, which protects all citizens and persons within the Kingdom
of the Netherlands from unequal treatment and discrimination. 22 The principle of equality in the
Netherlands was not protected by special civil anti-discrimination law until 1994. Before then,
special civil law only protected discrimination on the grounds of sex. The equal treatment act, on
the other hand, is designed to prevent discrimination based on various characteristics, including
age, in the workplace and in access to goods and services. It applies to both the public and private
sectors and covers areas such as employment, education, housing, and public accommodations.

The Act prohibits discrimination on the basis of age and other protected characteristics, such as
race, sex, sexual orientation, religion or belief, disability, and marital status. Under the act,
discriminatory practices such as unfair dismissal, unequal pay, or denial of access to services
based on age are prohibited. Individuals who believe they have experienced discrimination can
file complaints with the Netherlands Institute for Human Rights, which is responsible for
investigating and addressing cases of discrimination. The provisions included in the act can
intersect with TFGBYV in several ways:

= EMPLOYMENT DISCRIMINATION| The Equal Treatment Act prohibits discrimination based
on gender and other protected characteristics in employment. Employers are obligated to
provide a safe working environment free from harassment and discrimination, including
harassment facilitated by technology.

» ACCESS TO SERVICES| the act ensures that individuals have equal access to services
without facing discrimination or harassment based on their gender identity and expression.

= EDUCATIONAL INSTITUTIONS| the equal treatment act also applies to educational
institutions, ensuring that students are not subjected to discrimination or harassment based
on their gender. this includes addressing instances of TFGBV that may occur within
educational settings, such as online bullying or harassment.

Additionally, Netherlands’ Civil Society priorities?® includes online and technology-facilitated
sexual and gender-based violence and discrimination. The document states that, when women
and girls are online, they are more likely than men to experience sexual and gender-based digital
violence. Moreover, online harassment is related to harassment in the real world. Therefore, it is
increasingly important to develop policies, systems, and tools to detect risk factors and underlying
causes of TFGBV, improve and enforce laws and regulations on online and technology-facilitated
gender-based violence, and protect groups that are at particular risk, e.g., female activists,
politicians, defenders of gender equality and LGBTQI+ rights.

22 https://wetten.overheid.nl/BWBR0006502/2020-01-01

23 The Netherlands’ Civil Society Priorities for the Agreed Conclusions 67th session of the UN Commission on the Status of
Women, 6-17 March 2023

https://prod-cdn.atria.nl/wp-content/uploads/sites/2/2023/02/01150024/CSW67 -Priorities-civil-society-English-version.pdf
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5.6. Key Differences and Similarities

Terms like image-based abuse, online impersonation, cyberstalking, cyberbullying, and online
harassment can oftentimes overlap. That’'s why it’s important to clearly define the categories and
types of technology-facilitated gender-based abuse when comparing the legislation of different
countries. For instance, online harassment may encompass cyberstalking and cyberbullying, while
online impersonation may involve the use of shallowfake or deepfake technologies. However, as
TFGBYV can manifest itself in various forms, gaining a clear understanding of each country’s legal
framework requires defining several key categories of TFGBV and comparing the laws,
regulations, and legislation in these countries regarding the principal forms of technology-based
harassment.

These are the primary forms of violence directly tied to acts committed or amplified using digital
tools or technologies, causing multiple forms of harm to women and girls worldwide.

ONLINE HARASSMENT] is one of the most pervasive issues that affects individuals worldwide,
particularly women and girls. All five countries have comprehensive legislation addressing online
harassment. Canada, Netherlands, Sweden, and Denmark all contain provisions on using devices
to secretly intercept or record statements made in private conversations. In case of the European
countries, the aforementioned violation is subject to a maximum of two years’ prison sentence. In
case of Canada, intercepting private communications is punishable by up to five years’
imprisonment. Canada’s Criminal Code contains a separate section prohibiting harassment that
causes a person to fear for their safety, including repeatedly communicating with someone or
others known to them. The wording of the Canadian Criminal Code doesn’t specify a form of
communication; therefore, the unwanted communication is not limited to communicating offline.
This idea is further strengthened by the Privacy Act, which states that any violation of privacy is
considered a tort and is actionable without proof or damage. In this regard, Dutch and Canadian
approaches to violation of privacy and stalking are quite similar. However, law in the Netherlands
takes things one step further, and states that any person who violates another person’s personal
privacy with the intention of compelling that other person to act or refrain from certain acts is guilty
of stalking and is liable to a term of imprisonment not exceeding three years or a fine.

Dutch legislation is not limited to acts where one fears for one’s safety, but also includes situations
where someone is forced to act, refrain from acting, or tolerate something. This differs from
American laws, which often focus on harassment or fear for safety. The legislation in the
Netherlands, however, extends to cases where individuals are compelled to do, not do, or tolerate
something. The Dutch approach emphasizes the protection of privacy, grounded in constitutional
and human rights provisions. This approach clarifies the offense by avoiding vague terms like
"harassment" and aligns with broader principles of respect for privacy and personal autonomy. A
similar approach is seen in Sweden, where physical and online stalking are not differentiated.

IMAGE-BASED ABUSE| commonly known as nonconsensual distribution of intimate
images/videos, involves the distribution or sharing of intimate images or videos without the
consent of the individual depicted, often with the intent to harm or embarrass them. Canada and
the USA have both enacted laws specifically targeting nonconsensual distribution of intimate
images/videos. In Canada, Section 162 of the Criminal Code prohibits the distribution or
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advertising of intimate images without consent, punishable by imprisonment for up to five years.
Additionally, the "Protecting Canadians from Online Crime Act" enhances protections against
online crime, including provisions for removing intimate images from the internet and restrictions
on offenders' computer and internet use.

In the USA, 48 states and the District of Columbia have laws against nonconsensual distribution
of intimate images, criminalizing the act of knowingly distributing private, sexually explicit images
without consent. However, the legal framework varies by state, with some states classifying
nonconsensual distribution of intimate images/videos as a misdemeanor and others as a felony
offense. Unlike Canada, the USA lacks federal legislation specifically targeting nonconsensual
distribution of intimate images/videos. Netherlands, Sweden and Denmark also criminalize the
production and sharing of private images without consent, which demonstrates a commitment to
protecting individuals from image-based abuse.

Denmark, Sweden, and Canada are countries that share the most similarities in their approach
and enforcement mechanisms: all three have nation-wide laws addressing nonconsensual
distribution of intimate images/videos, which provides more consistency and clarity around this
issue. The penalties for violating these laws generally include fines and imprisonment, with
variations in severity. The USA has state-level legislation, which results in variations in laws and
penalties across different state jurisdictions. The Netherlands, too, does not have specific
legislation targeting nonconsensual distribution of intimate images/videos, and mainly relies on
court interpretation.

ONLINE IMPERSONATION| the act of falsely representing oneself as another person on the
internet, is a growing concern globally. In Canada, Section 403 of the Criminal Code prohibits the
fraudulent personation of another person, punishable by imprisonment for up to 10 years. The
"Protecting Canadians from Online Crime Act" sets further protections against online crime,
including computer and internet use. The USA also has various laws addressing online
impersonation, like the CFAA and Identity Theft and Assumption Deterrence Act, that apply to
cases involving hacking or unauthorized use of accounts. In contrast, Sweden, Denmark, and the
Netherlands, online impersonation is addressed under the broader context of fraudulent activities.

Coercive behaviour, particularly sexual extortion or sextortion involves using threats or intimidation
to compel someone into sexual acts or other actions against their will. All countries have
comprehensive legal frameworks that cover this offense. In particular, in the U.S, laws against
sextortion primarily fall under the state jurisdiction. As of today, 17 states and Washington D.C.,
have laws banning sexual extortion. 24 State-specific statutes typically criminalize actions such as
threatening to distribute intimate images or videos unless the victim complies with the perpetrator’s
demands. The exact penalties vary by state but commonly include provisions for imprisonment,
fines, and registration as a sex offender for convicted individuals. Sextortion may be prosecuted
under various criminal statutes, depending on the specific circumstances of the case. Common
charges include extortion, blackmail, harassment, stalking, and invasion of privacy. Prosecutors
may also pursue charges related to computer crimes if the sextortion involved hacking into

24 https://cybercivilrights.org/sextortion-laws/
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electronic devices or accessing private accounts without authorization. While sextortion is
primarily addressed at the state level in the U.S, there are federal statutes that may apply in certain
cases. While Canada focuses on criminalizing coercion through threats, the USA relies on state
laws that criminalize threatening to distribute intimate images.

Denmark's legal framework prohibits inducing another individual to engage in sexual intercourse
through illegal coercion under Section 217 of the criminal code. This provision recognizes that
coercion does not necessarily involve physical violence and can encompass psychological
coercion facilitated by technology. Additionally, Section 260 addresses unlawful coercion through
various means, including threats related to defamation or false accusations made online. Danish
law treats acts of coercion aimed at procuring sexual intercourse seriously, regardless of the
means used, with imprisonment as a penalty. Dutch law, on the other hand does not specifically
target extortion, however, Section 284 of the criminal code can be applied to cases involving
coercion for sexual purposes. As for Sweden, Sweden's legal framework addresses unlawful
coercion under Section 4 of the criminal code, which prohibits coercion through violence, threat of
violence, or threat of a criminal act.

ISTANBUL CONVENTION| The Istanbul Convention is the most far-reaching international treaty to
tackle serious violations of human rights, such as sexual violence, cyberviolence, domestic
violence, etc. The Netherlands signed the Convention in November 2012 and ratified it by
November 2015, with the treaty coming into force in March 2016. Sweden, an early supporter,
signed the Convention in May 2011 and ratified it in July 2014, leading to its enforcement in
November 2014. Denmark joined in October 2013 and ratified it by April 2014, with the Convention
taking effect in August 2014.

Although both the USA and Canada have not signed the Convention, they have national
regulations to address violence against women, which are discussed above in the report.
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6.Analysis of the Legal Framework of Armenia

6.1. Overview

Currently, there are no specific legislative provisions on TFGBV within Armenian law.
Armenia's current legal statutes largely reflect traditional forms of criminal behaviour and
interpersonal violence, focusing on direct physical or verbal abuse that can be clearly defined and
observed without the nuances introduced by technology. Laws that address harassment, stalking,
and protection from abuse often do not explicitly extend into the digital realm where TFGBV
occurs. The rapid evolution of technology and digital communication outpaces the slower
legislative processes. As new forms of abuse emerge through digital platforms, existing laws
become outdated and insufficient to cover specific acts of TFGBV such as online
harassment, cyberstalking, and the non-consensual distribution of intimate images. On the other
hand, the lack of awareness or recognition among lawmakers and the public about the severity
and specific nature of TFGBV makes it challenging to push for the development and enactment of
specific laws.

Yet, the absence of specific legislation on TFGBV or relevant provisions in existing
legislation leave significant gaps in protection for victims, which justifies the urgent need for
legal reform. Specific TFGBV laws would help establish clear legal prohibitions against such acts,
offering direct routes for prevention, enforcement, and redress. This would not only protect victims
but also serve as a deterrent against potential perpetrators. In this regard, specific statutes can
provide a framework for supporting victims, including mechanisms for reporting incidents,
obtaining restraining orders, and claiming damages. Specific laws can offer precise definitions and
protocols that aid in the investigation and prosecution of digital abuse cases, reducing ambiguity
that may hinder the enforcement of more general laws.

To address the current lack of specific legislative provisions on TFGBV in Armenia and to achieve
a safer digital environment for women, relevant legislative initiatives or reforms need to be
introduced. These initiatives should be informed by global best practices, which are discussed
earlier in the report and are presented below.

6.2. Incorporating TFGBYV into the Criminal Code of Armenia

Armenia’s Criminal Code?® has provisions that deal with violence, but these are mostly oriented
towards physical assaults or direct threats. Cyber-related offenses are not explicitly detailed,
which creates a legal vacuum for TFGBV, where much of the abuse might not necessarily be direct
or physical. For instance, current laws might not clearly address scenarios like cyberstalking,
non-consensual sharing of intimate images, or digital impersonation, unless they can be
directly linked to tangible threats or harassment.

For example, Article 162 of Chapter 27 of the Criminal Code of Armenia, refers to making a
person commit suicide or attempted suicide by means of threats, cruel treatment or humiliating.

25 Criminal Code of RA, 05.05.2021

Available: arlis.am/DocumentView.aspx?DoclD=153080
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While cyberbullying, online harassment, as well as the non-consensual distribution and threat of
distribution of intimate images/videos, contain the risk of self-harm by the victim, they are not
reflected in the criminal code anyhow.

Similarly, the psychological pressure, which includes the threat of committing a crime against
sexual freedom or integrity of a person, if there was a real risk of carrying out the threat, as well
as social isolation or regular humiliation of the honor of a person is criminalized under Article 194
of Chapter 26 of the Criminal Code. However, the term “real threat” diminishes the possibility
of legal protection of victims of crimes committed in the virtual environment, such as
cyberstalking, and the threat of distribution of one’s intimate images.

In this regard, the best practice of the Danish Criminal Code can be applied, where Section
217 prohibits any person from inducing another individual to engage in sexual intercourse
through illegal coercion, specifying that coercion does not necessarily involve physical violence
or the explicit threat of violence. In this regard, psychological coercion, which can be exerted
through technology, such as cyberbullying, harassment, or the dissemination of intimate images
without consent could also be considered illegal coercion under this provision. The punishment
for this offense is imprisonment for up to four years. In Canada, Section 346 of the Criminal Code
deals with exerting pressure on another person through threats, typically to coerce them into taking
a certain action. It specifies that this offense can result in imprisonment for up to five years.

This highlights the seriousness with which Danish and Canadian laws treat acts of threats,
distribution of non-consensual intimate images as well as coercion aimed at procuring sexual
intercourse, regardless of the means used, including those facilitated by technology, whereas the
punishment for the threat of committing a crime against sexual freedom under Article 194 of
Armenian Criminal Code stipulates financial fine, or imprisonment from one month to one year.
Moreover, Article 198 of Armenian Criminal Code, which refers to the forced actions of sexual
nature, does not contain a legal basis for punishment of technology-facilitated sexual crimes.

This necessity of the precision and specificity of legislative provisions within criminal law stems
from the fundamental principle that it does not permit analogical interpretation. Unlike other
branches of law where broader interpretations may apply, criminal law mandates explicit clarity
in its statutes to ensure its fair application. Consequently, sanctions delineated under the
Criminal Code are enforceable solely when there exists a concrete legal foundation articulated
through specific provisions within the relevant chapters.

This requirement for specificity is crucial because the stakes in criminal law, typically involving
penalties such as imprisonment or substantial fines, are significantly higher compared to other
legal domains. The absence of explicit provisions can lead to significant gaps in legal protection
and enforcement in the contexts of TFGBV, where the rapid evolution of technology continually
spawns new modalities of criminal behavior.

Therefore, there is a need for making amendments in mentioned provisions of Armenian Criminal
Code or introduce new specific clauses that define and criminalize various forms of TFGBYV such
as cyberstalking and online harassment, similar to Canada’s Criminal Code Section 264, which
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should include provisions against repeated and unwanted communication, threats, and behaviors
that cause fear for personal safety.

When it comes to the image-based abuse, while Armenia's current legal provisions under
Articles 204 and 300 of the RA Criminal Code ostensibly address aspects of privacy and
distribution of pornographic materials, there remain substantial gaps that necessitate specific
legislation on nonconsensual distribution of intimate images/videos. More specifically, Articles
204 and 300, while relevant, do not specifically address the complexities associated with
nonconsensual distribution of intimate images/videos. Article 204 focuses on the broader
context of use and dissemination of data pertaining to personal or family life without explicitly
mentioning intimate images. Article 300 criminalizes the distribution of pornographic
materials through the use of information technologies but does not distinguish between
consensually shared and non-consensually distributed materials in the context of privacy
violations. At the same time, the nonconsensual distribution of intimate images/videos involves a
breach of trust where intimate images shared within the context of a private relationship are
distributed without consent. This specific violation of privacy and trust is distinct from general
privacy breaches or the distribution of pornographic content and requires clear legal definitions
and provisions that directly address the consent aspect linked to intimate images.

The Criminal Code of Canada?® prohibits knowingly distributing or advertising intimate images
without consent, punishable by imprisonment for up to five years (Section 162), as well as outlines
the legal consequences for individuals who knowingly intercept private communications using any
electronic, acoustic, mechanical, or similar device, punishable by up to five years’ imprisonment
(Section 184). Similarly, Section 139 (F,G) of the Dutch Criminal Code?’ prohibits and punishes
the intentional and unlawful production and public sharing of private images. Therefore, similar to
Canada's and Netherlands’ Criminal Codes, respective provisions should be introduced in the
local Criminal Code, where penalties may include imprisonment and fines, with additional
stipulations for repeat offenders or particularly malicious cases.

Similarly, legal bases are needed in the Criminal Code to combat digital impersonation, which
involves using someone else's identity online without their consent (often to defraud, deceive,
harass, or tarnish their reputation). This can range from creating fake social media accounts to
impersonating someone on forums or via email to commit malicious acts. The ease of creating
accounts and communicating online makes digital impersonation a particularly insidious form of
abuse. Perpetrators can quickly assume others' identities and cause significant harm before the
victim is even aware. In order to combat identity theft and fake profiles, there is a need for
introducing provision similar to Section 403 of Canada’s Criminal Code, explicitly outlawing
digital impersonation used to defraud or harm another individual. Incorporating digital
impersonation into Armenia's Criminal Code involves creating specific legal provisions that

26 Criminal Code R.S.C., 1985

Available: https://laws-lois.justice.gc.ca/eng/acts/C-46/index.html

27 Dutch Criminal Code, March 1881

https://antislaverylaw.ac.uk/wp-content/uploads/2019/08/Netherlands-Criminal-Code.pdf
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address the nuances of this offense within the digital context. In this regard, there is a need for
introducing a specific section within the Criminal Code that makes it an offense to impersonate
someone digitally. This provision should include penalties that reflect the severity of the offense,
such as fines, imprisonment, or both. The law should specify higher penalties if the digital
impersonation leads to significant harm to the victim, such as financial loss, damage to reputation,
or emotional distress. Updating the law will also give law enforcement agencies the necessary
powers and tools to investigate digital impersonation, which might include the ability to work with
internet service providers and social media platforms to trace the origin of fraudulent activities.

The analysis of international best practices reveals that addressing TFGBV most effectively
involves incorporating specific provisions within the Criminal Code. This approach is
commonly adopted across various jurisdictions to ensure that the legal framework is adequately
equipped to handle the complexities associated with digital forms of gender-based violence. By
embedding TFGBV within the Criminal Code, it allows for a unified approach to prosecution and
sentencing, ensuring consistency across different cases and jurisdictions. This consistency is
crucial for both deterring potential offenders and providing justice to victims. It will help clearly
define these acts as crimes, which is vital for law enforcement, legal practitioners, and the public.
Clear statutory language helps eliminate ambiguities about what constitutes TFGBYV, aiding in
more effective enforcement and better awareness amongst potential victims about their rights.
Criminal codes typically provide for more stringent penalties than civil or administrative legal
frameworks, which will serve as a strong deterrent against committing acts of TFGBV. This is
especially important given the invasive and often hidden nature of these crimes. Additionally,
criminal proceedings offer structured support systems for victims, such as restraining orders,
anonymity protections, and potential state-sponsored support services, which are essential for
protecting the victim's safety and privacy, often compromised in cases of TFGBV.

6.3. Incorporating TFGBYV into Armenia’s Law on Data Privacy Protection

Deciding whether TFGBYV should be regulated through Criminal Code or Personal Data Protection
Law involves considering the nature of the offense, the intended outcomes of the legislation, and
the broader implications for enforcement and victim protection. Though both approaches have
merits and can be complementary, each serves fundamentally different legal approaches,
functions and focuses with distinct implications for enforcement, victim protection, and
prevention. The Criminal Code, by addressing TFGBV, would primarily view and treat these
actions as criminal offenses. As discussed above, this incorporation would entail defining specific
behaviors such as cyberstalking, non-consensual sharing of intimate images, and digital
impersonation as crimes, subject to penalties including fines and imprisonment. This approach
emphasizes deterrence, punitive measures, and providing justice for victims through criminal
prosecution, highlighting the severity and social unacceptability of such acts.

Conversely, integrating TFGBYV into the Personal Data Protection Law would focus more
on the privacy and data security aspects of the abuse. It would regulate how personal data is
used and shared, aiming to prevent misuse that facilitates gender-based violence. This method
would involve setting standards for data handling, granting victims rights to control their personal
information, and possibly requiring entities (organizations, institutions, or companies that handle
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personal data) to implement protective measures to prevent data misuse. While this approach
also provides mechanisms for victim protection, it does so through the lens of data rights and
privacy, potentially offering remedies such as data deletion or corrections, and might involve
less severe penalties than those imposed under criminal law. Although Armenia's Law on
Protection of Data Privacy?® primarily focuses on the handling of personal data by various bodies
and the conditions under which such data may be processed, the principles and protections it
outlines are critical in the context of TFGBV. It is not specifically tailored to address TFGBYV,
however provides a foundational framework that can be leveraged to protect victims of such
violence.

First, the personal data protection law of Armenia ensures that personal data cannot be used
without the explicit consent of the individual (see Article 4.2). Moreover, Article 12 regulates the
specifications of processing the data of so called “Special Category”, which includes
information referring to person’s sexual life. Although Article 12.1 clearly prohibits processing
personal data of special category, this principle is directly violated in cases of TFGBV, where
personal data is used without permission, and for harmful purposes. The law also mandates that
entities processing personal data must take adequate measures to protect data from unauthorized
access and misuse. This provision can be extended to prevent TFGBV, requiring entities to
implement security measures that protect individuals from digital harassment or abuse. Moreover,
the law usually grants individuals the right to access, rectify, and delete their personal data. This
enables those affected by TFGBV to regain control of their data and lessen the impact of the
abuse, such as demanding the removal of non-consensually shared images. However, it's
important to note that while victims can request the deletion of such images, complete control over
the distribution of the images may be difficult to achieve if the perpetrator has already shared them
widely. While the existing Personal Data Protection Law provides some level of protection, specific
enhancements or additions could make it more effective in addressing TFGBV. Namely, there is a
need for amending the law to explicitly include provisions against using personal data for
harassing, stalking, or other forms of online abuse. Moreover, stricter control by the authorized
bodies must be introduced over the misuse of highly sensitive data, such as intimate images
or communications, which are often exploited in TFGBV.

Moreover, in order to strengthen its personal data protection mechanisms on a State level,
Armenia may follow the European legislative framework of data protection. Since 25 May
2018, the principal data protection legislation in the EU has been Regulation (EU) 2016/679 (the
“General Data Protection Regulation” or “GDPR”). In Sweden, the Data Protection Act and the
Data Protection Regulation supplement the GDPR. There are also several sector-specific
legislations which impact data protection, for example, the Criminal Data Act and the Camera
Surveillance Act. Processing of personal data is lawful only if, and to the extent that, it is permitted
under EU data protection law. Similarly, Denmark, has implemented its own supplementary
regulation, the Danish Data Protection Act. It sets out specific rules and provisions regarding the

28 Personal Data Protection Law of RA, 18.05.2015

arlis.am/DocumentView.aspx?DoclD=98338
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processing of personal data within Denmark, ensuring compliance with the GDPR while also
addressing certain national requirements or specifics.

6.4. Incorporating TFGBV into the Law on the Prevention of Family and
Domestic Violence, Protection of Persons Subjected to Family and Domestic
Violence

TFGBYV is also relevant to Armenia's law on the “Prevention of Family and Domestic Violence,
Protection of Persons Subjected to Family and Domestic Violence™??, given the significance of the
increasingly digital nature of interpersonal relationships and the potential for technology to be used
as a tool for abuse within domestic settings. Domestic violence traditionally encompasses
physical, emotional, sexual, and psychological abuse. TFGBV extends these categories into the
digital realm, where abusive behaviors can include cyberstalking, online harassment, and the non-
consensual distribution of intimate images. Recognizing these behaviors as forms of domestic
violence is crucial for comprehensive protection. On the other hand, the law provides mechanisms
of protection orders to prevent further abuse. Extending these orders to include prohibitions
against digital communications and the use of technology to harass or track victims can be an
effective way to prevent TFGBV.

Incorporating TFGBYV into this framework will also ensure that victims have legal recourse
not only for physical or in-person abuse but also for abuse perpetrated online. This can be
particularly important for actions like using technology to isolate, monitor, or control a partner,
which may not leave physical traces but have severe emotional and psychological impacts.
Addressing TFGBV within this context means providing specialized counseling for perpetrators
and victims, focusing on the dynamics of digital abuse and ways to establish healthy boundaries
online. Namely, Article 5 of the law typically outlines the protective measures that can be
employed to safeguard victims, such as restraining orders or mandatory counseling for
perpetrators. There is a need for amending this provision to explicitly include prohibitions against
digital forms of harassment and abuse. For instance, restraining orders could be extended to
prevent perpetrators from using digital platforms to contact, track, or harass victims. Specific
language could be added to cover the use of GPS tracking, social media, or other online
communication tools in the context of domestic violence.

Article 15, which outlines the responsibilities and authority of the police in responding to
reports of family and domestic violence, can be expanded in a way to include specific
protocols for handling digital abuse cases, such as training police officers to recognize and
collect evidence of online harassment, cyberstalking, or the unauthorized sharing of intimate
images. The police should also have an expanded authority authority to collaborate with
tech companies to quickly secure or retrieve digital evidence. By specifically enhancing these
articles within Armenia’s domestic violence legislation to address the nuances of TFGBYV, the law

29 Prevention of Family and Domestic Violence, Protection of Persons Subjected to Family and Domestic Violence, 12.04.2024

https://www.arlis.am/DocumentView.aspx?docid=192526
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can provide a more robust framework for protecting victims and preventing abuse in the digital
age. These amendments would not only extend protections to cover the evolving landscape of
domestic violence but also ensure that both law enforcement and judicial systems are equipped
to handle these complex cases effectively. Such targeted legal reforms underscore a commitment
to adapting to technological advancements while safeguarding individual rights within a modern
context.

6.5. Incorporating TFGBYV into the Law on “The Equal Rights and Equal
Opportunities between Women and Men” of Armenia

TFGBYV is not just a personal security issue but a significant barrier to achieving gender equality,
as recognized by the Armenian Law on Equal Rights and Equal Opportunities between
Women and Men?, In this regard, enhancing the law to specifically address TFGBV would affirm
Armenia’s commitment to gender equality in all spheres, including the digital domain, which will
ensure that women and girls can participate safely and freely online without the fear of gender-
based violence.

The relevance of TFGBV with the respective law is evident as TFGBV often targets women and
girls, undermining their rights to privacy, security, and freedom of expression online. This form of
violence can discourage women’s active participation in digital spaces, impacting their
educational, social, and professional opportunities. Yet it is not formally recognized as a form of
GBV in Armenia's relevant legislation. Therefore, the law could be enhanced by explicitly
mentioning TFGBV as a form of gender-based violence that undermines gender equality, and
recognizing the unique challenges of digital environments and the specific impacts on women and
girls. Namely, Article 6 prohibits discrimination on the basis of gender including gender wage
discrimination, discrimination based on marital status, sexual harassment, etc. The definition of
discrimination in this article should be expanded to include TFGBV, making it clear that
digital abuse based on gender is a form of discrimination and thereby illegal. This expansion
should also guide the creation of policies within workplaces, educational institutions, and other
areas to specifically address and prevent digital harassment and abuse.

The approach of considering TFGBV as a form of gender-based violence is well reflected in
Sweden, which has a strong legal framework for gender equality and combatting violence against
women and can serve as a best practice for Armenia in terms of addressing TFGBV in relevant
legislation. The Discrimination Act addresses the discrimination in the form of inadequate
accessibility, which means that employers are obligated to prevent and address
harassment and discrimination experienced by employees, including online harassment or
cyberbullying based on gender. Similarly, according to the Dutch Equal Treatment Act,
employers are obligated to provide a safe working environment free from harassment and
discrimination, including harassment facilitated by technology. Educational institutions, on
their turn, have the obligation of ensuring that students are not subjected to discrimination or

30 Armenian Law on Equal Rights and Equal Opportunities between Women and Men, 20.05.2013
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harassment based on their gender, which includes addressing instances of TFGBV that may
occur within educational settings, such as online bullying or harassment.

Quantitative and Qualitative Research

Results
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7.Survey Results

An online survey was conducted targeting girls and women, including women entrepreneurs in
Armenia. The quantitative data was collected through the online survey, which was distributed to
participants through the Safe YOU mobile application and other digital channels.A total of 642
responses were collected. The responses were systematically filtered to exclude irrelevant data.
Initially, 49 male respondents were excluded, as the survey was specifically designed for female
participants.

Subsequently, responses were filtered based on age, with the survey targeting individuals aged
18 to 65. Although TFGBYV can also affect individuals under 18, ethical guidelines for conducting
research on gender-based violence and discrimination preclude the inclusion of this age group.
Consequently, the survey questions were not accessible to individuals outside the specified age
range.

An additional filter was applied based on the frequency of internet usage. Although all respondents
who were not business owners indicated using the internet several times a week or more,
highlighting a high level of internet accessibility among participants, only 23 respondents reported
using social media platforms once a month or less. Similarly, among women who were business
owners, only 5 reported using the internet once a month or less.

In addition to the forms detailed in Chapter 1, TFGBYV involves restricting or controlling access to
technology®!. This aspect could have been explored through responses from individuals who
reported limited use of the internet and social media platforms. However, it is critical to investigate
the underlying reasons for limited internet usage in such cases. Potential reasons include:

» affordability (limited access to internet packages or suitable devices, financial strains to
maintain access),

= access (inadequate internet connection at home or elsewhere)

= ability (lack of digital skills, confidence to navigate the online environment safely and
knowledgeably, or barriers related to disability)3?

= availability (digital or physical control over access to devices or accounts and inspection of
devices by family members, partners, or others).

However, measuring this type of TFGBV requires more data and separate research.
Consequently, the survey focused only on the TFGBV forms detailed in the first chapter of the
report.

After the removal of all non-relevant responses and the cleaning of the survey database, 400
valid responses remained for the analysis, which will be addressed in the following chapters.

31 A review of Ofcom’s research on digital exclusion among adults in the UK, Ofcom, 30 March 2022, available:
https://www.ofcom.org.uk/siteassets/resources/documents/research-and-data/media-literacy-research/adults/adults-media-use-
and-attitudes-2022/digital-exclusion-review-2022.pdf

32 https://publications.parliament.uk/pa/ld5803/Idselect/Idcomm/219/21905.htm
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7.1. Demographic and Screening Analysis

Marz and Community Type of Residence

This section provides a breakdown of respondents by marzes and an analysis of regional
differences in their responses. The survey gathered data from 400 respondents (n=400) across
Yerevan and marzes.

Figure 8.1.1. Marz of residence (N=400) Figure 8.1.2. Residence community type (N=400)
5% 1%
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5% Aragatsotn 21%
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7%

3% 3%

Yerevan has the highest number of respondents, making up nearly half of the total survey
population (49%, n=196), reflecting its status as the capital and most populous city of Armenia. In
contrast, there are no respondents from Vayots Dzor, and Syunik and Tavush have the fewest
respondents, each with 2.5% (n=10) of the total.

Most respondents reside in urban areas (78%, n=312), while a smaller proportion live in rural
areas (21%, n=83). The remaining respondents (1%, n=5) did not specify their community type.
This distribution highlights a notable urban-rural disparity in respondent distribution, underscoring
the predominance of urban respondents in the survey.

Age Distribution
Figure 8.1.3. Age Distribution (N=400)

~80% The survey indicates a diverse age
representation among
respondents, with the majority
falling into the 19-24 age group
(56.0%, n=224). The next
significant cohort is the 25-34 age
group, representing 28% (n=111) of
respondents. Together, these two
age groups constitute over 80% of
the survey participants, highlighting
a strong presence of younger adults in the survey samples and suggesting potential trends or
preferences that may align with younger demographics.

19-24 25-34 3544 45-54 5564
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Household Income and Size

The survey reveals a varied distribution of household incomes among respondents, with the
majority falling within the income ranges of 100,000-249,999 AMD (n=99) and 250,000-499,999
AMD (n=103). Together, these two brackets constitute over 50% of the total respondents.

Figure 8.1.4. Household income (N=400)

2 500 000 and more AMD
1 000 000-2 499 999 AMD
500 000-999 999 AMD
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Another notable portion of
respondents include respondents
who did not provide their household
bracket, accounting for 88 of
combined responses from “Difficult
to answer” and “Refuse to answer”

categories. This could indicate
some level of sensitivity or
hesitation in disclosing income

details.

A smaller number of respondents
reported higher incomes in the

1,000,000-2,499,999 AMD bracket (n=21) and the 500,000-999,999 AMD bracket (n=60).

This distribution highlights a broad spectrum of economic backgrounds represented among survey
participants, providing a comprehensive foundation for exploring correlations between income
levels and survey responses.

Figure 8.1.5. Household size (N=400)
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Most respondents (42%) live in
households with 3-4 people,
followed by 22.5% who live in
households with 5-6 people.




Education

Figure 8.1.6 Education level (N=400)
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Refuse to answer 1.3%

The largest groups among survey
participants include those with higher or
postgraduate education, comprising 62.8%
(n=251) of the total respondents, and
individuals  with  middle  vocational
education, accounting for 18.3% (n=73).

Employment status

Figure 8.1.8. Employment status (N=400)

BFulltime employee 550, 2.3%

0,
% Part-time employee 10.0%

B Selfemployed

17.3%
Student (unemployed)

Not employed, seeking
opportunities currently

Not working by choice
(homemaker, etc.)

Total Employed
65%

Refuse to answer

65% (n=260) are employed, with the largest
segment, 38.5% (n=153) being full-time
employees. Part-time employees and the
self-employed constitute 13.5% (n=54) and
13.5% (n=53) of the sample, respectively.
Among the unemployed, 17.5% (n=69) are
students, 10% (n=40) are currently seeking
job opportunities, and 5.5% (n=22) are not
working by choice, such as homemakers.
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Marital Status
Figure 8.1.7. Marital status (N=400)
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The survey data reveals that the majority are
either single (60.5%) or married/in a domestic
partnership (35.5%). These two groups represent
over 96% of the total respondents.

Figure 8.1.9. Occupation categories (N=260)
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The majority of respondents identified as field
specialists or experts, comprising 31.9% (n=83)
of the group. Entrepreneurs, or self-employed
individuals, account for 11.9% (n=31),
showcasing a segment of the population
engaged in independent business activities.
Company managers are the least represented at
1.9% (n=5), while 2.7% (n=7) of respondents
chose not to disclose their professional status.




Respondents - Women (General, N=364)

7.2. Internet and Device Usage
Figure 8.2.1. Internet usage by age (N=364)
Most respondents use the internet several

times a day, with the highest
concentration in the 19-24 age group,

60.4%

27.7%

comprising 60.4% (n=220) of the total
0.5% I 1_1q/?ﬁ’° 2.7% 0.8% sample. This indicates a strong reliance
1904 o5 34 35 44 455 . on internet usage among younger adults.

Onceaday mSeveraltimes a day For the 25-34 age group, 28% (n=101) of

respondents use the internet several

times a day. The 35-44 age group accounts for 6.6% (n=24) of the frequent internet users. The

older age groups, 45-54 and 55-64, represent smaller segments, with 3% (n=10) and 1% (n=3),

respectively. The remaining 6 respondents use the internet once a day: 2 are in the 19-24 age
group, and 4 are in the 35-44 age group.

Figure 8.2.2. Social media usage (N=364)

95.1% Specifically, 95% (n=346) report using
social media several times a day. This
high-frequency group is  primarily
composed of younger individuals, with
57.5% (n=209) aged 19-24 and 27%
(n=98) aged 25-34.

3.3% 0.5% 0.3% 0.8%

Several times Once a day Several times Once a week Several times ) .
a day a week a month This high level of engagement suggests
that social media is a primary source of information, communication, and social interaction for

these age groups.

The majority of respondents, 85.5% (n=312), report they most often use the internet at home.
Other locations, such as at work (7.5%, n=27), and public Wi-Fi networks (2%, n=8), have
significantly lower usage frequencies. The use of the internet at work is more common among the
19-24 age group (4.5%, n=16), followed by the 25-34 age group (2%, n=7).

7.3. Behaviors Targeting Women Online

Awareness of Online Targeting Behaviors (N=364)
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According to the survey results, the TFGBV forms that respondents are most aware of are:

= Online Impersonation: Someone using an individual’s online accounts or creating an
account using their identity.

= Online Harassment: Someone using sexist or hateful language toward an individual
online.

= Cyberbullying: Someone spreading false information about an individual and/or defaming
them online.

= Cybermob: Someone creating a large-scale negative campaign about an individual online.

According to the survey results, 52.5% of the respondents indicated that they are aware of at least
9 out of the 12 total types of TFGBV mentioned in the survey. However, focus group discussions
revealed a significant gap in perception and response among women regarding these behaviors.
Despite being aware of various behaviors associated with TFGBV, many women do not identify
these behaviors as forms of gender-based violence.

I have encountered several issues that | can now classify as TFGBV after our focus group
discussion, but before that, | had no idea it was considered a form of gender-based
violence.

FG discussion participant

They often perceive such behaviors as unacceptable but do not classify them as TFGBV.
Furthermore, there is a lack of awareness about the actions they can take when confronted with
these issues. This gap in understanding and response highlights the need for increased
awareness and education on TFGBV.

The data highlights a clear trend where younger age groups, particularly those aged 19-3433,
demonstrate higher levels of awareness regarding online targeting behaviors. As age increases,
awareness levels generally decrease, with older adults showing significantly lower awareness.

7.4. Perceptions Regarding the Frequency of Online Targeting Behaviors

According to the findings, a significant portion of individuals believe that abovementioned harmful
behaviors are quite prevalent. For instance, approximately 53.0% of respondents perceive that
the sharing or threatening to share private information (Annex C, figure 15.13) happens "Very
often," while 31.6% believe it occurs "Somewhat often”. Similarly, around 52.8% think that sharing
or threatening to share offensive or explicit images (Annex C, figure 15.14) happens "Very often".

A notable 40.7% of respondents feel that threats of physical violence (Annex C, figure 15.15)
online are frequent, and 36.9% believe they happen somewhat often.

33 See Annex B, Awareness of Online Targeting Behaviors by Age Group
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These perceptions underscore widespread concerns about online safety and the potential for
harm. Moreover, many respondents (around 49.4%) believe that online activities aimed at
undermining self-esteem or reputation (Annex C, figure 15.16) occur "Very often, " with an
additional 34.0% thinking it happens "Somewhat often".

The data also highlights significant worries about privacy and identity theft, with about 41.8% of
respondents perceiving that unauthorized access to personal accounts (Annex C, figure 15.17) is
a frequent issue. Similarly, 51.5% think that the misuse of someone's online identity occurs "Very
often".

Sexist or hateful language is perceived as particularly prevalent online, with 63.3% of respondents
thinking it happens "Very often" and 25.9% "Somewhat often". This highlights a belief in
widespread online abuse that targets individuals based on gender or identity.

Overall, these numbers reveal a perception that online threats and harassment are common,
reflecting a broader concern about the digital environment. The findings suggest that many
individuals believe there is a significant risk of encountering such negative behaviors, indicating a
need for enhanced protective measures and awareness to safeguard individuals in online spaces.

7.5. Experience with Online Targeting Behaviors

Using sexist or hateful language toward an individual online emerges as the most
experienced form of TFGBYV, with 15.6% of respondents indicating they have faced this type
of harassment personally. Additionally, 18.9% know someone who has been targeted, and an
even larger percentage, 32.2%, have witnessed such behavior. The widespread use of sexist or
hateful language online highlights the deep-seated issues of misogyny and discrimination that
persist in digital spaces.

Another significant form of TFGBV reported is sending or posting messages to undermine an
individual's self-esteem or reputation. This type of harassment has personally affected 13.0%
of respondents, making it the second most common form of direct experience. Moreover, 17.8%
know someone who has been targeted, and 30.4% have witnessed such behavior. This indicates
that a substantial portion of individuals are exposed to efforts aimed at damaging their reputation
or self-worth through online communications.

Sharing or threatening to share private information is also a notable concern, with 12.0% of
respondents reporting personal experiences of such threats. The impact of this type of TFGBV
extends further, as 18.8% know someone who has been targeted, and 23.9% have witnessed
these threats being made against others.

The issue of stealing an individual's password or accessing their online accounts is another
common form of TFGBV, with 11.2% of respondents having experienced it personally. This form
of harassment not only invades personal privacy but can also lead to significant financial and
emotional damage. With 24.3% knowing someone affected and 20.9% having witnessed such
incidents, the problem of unauthorized access to online accounts is clearly widespread and calls
for better security measures.

Using an individual's online accounts or creating an account using their identity is a
significant concern, affecting 10.3% of respondents directly. This type of identity theft and misuse
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Is particularly troubling, as it can lead to a range of harmful consequences, including financial loss
and reputational damage. The fact that 27.2% know someone who has been targeted and 22.8%
have witnessed this behavior highlights the need for increased vigilance and protective measures
against identity fraud.

Sharing or threatening to share offensive or sexually explicit images or videos is another
critical form of TFGBV, with 8.8% of respondents having experienced it personally. With 22.4%
knowing someone who has been targeted and 20.4% witnessing such threats, the prevalence of
this form of harassment underscores the urgent need for stricter controls and protections against
the non-consensual distribution of intimate content.

Spreading false information about an individual and/or defaming them online is a form of
TFGBYV that affects 7.4% of respondents directly. The act of spreading false information can have
far-reaching consequences, damaging an individual's reputation and leading to social and
professional repercussions. With 24.6% knowing someone who has been targeted and 31.0%
witnessing such incidents, this highlights the harmful impact of misinformation and defamation in
online spaces.

Threatening physical violence online has been experienced by 7.5% of respondents, which
highlights the dangerous potential for online threats to escalate into real-world violence. The fact
that 15.4% know someone who has been targeted and 25.2% have withessed such threats
indicates that online platforms are frequently used to intimidate and harass individuals.

Sending threatening emails, spreading rumors online, identity theft, or tracking an
individual's internet activity is another prevalent issue, with 8.9% of respondents reporting
personal experiences. This form of harassment includes a wide range of harmful activities that
invade privacy and spread fear. The relatively high percentage of respondents who know someone
targeted (18.5%) or have witnessed these behaviors (27.8%) further underscores the significant
impact of these actions.

The data also reveals that demanding money or sexual acts in exchange for not exposing
intimate images or private information is a form of TFGBV experienced by 6.6% of
respondents. This serious offense, which involves extortion and blackmail, not only violates
personal privacy but also places victims in a position of severe emotional distress and potential
financial exploitation. The fact that 14.4% know someone who has been targeted and 24.7% have
witnessed such incidents highlights the need for stronger measures to combat this type of
exploitation.

Finally, using editing software to place one person's face onto another's body is a form of
TFGBV experienced by 2.6% of respondents. While less common, this form of harassment
involves the manipulation of images to create damaging and false representations, leading to
significant emotional and reputational harm. The percentage of respondents who know someone
targeted (13.9%) and those who have witnessed this behavior (20.0%) suggests that even though
it is less frequent, its impact can be deeply troubling and harmful.
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7.6. Platforms Used for Online Targeting Behaviors

Figure 8.6.1. Online platforms where targeted behaviors are observed

Social networks emerge as the

Social networks NN c74% predominant platform  where
Messaging services [ 31.9% these behaviors targeting women
Blogging/Community I 13.7% are Observed’ with 236
respondents (87.4%) indicating it
as the most common platform.
Messaging services also feature

Dating apps Il 5.9%

Photo/Video sharing platforms Il 5.6%

Email 1 1.9% prominently, with 86 respondents
Other 1 1.9% (31.9%) reporting these
Difficult to answer W 7.4% behaviors. Blogging/Community

platforms are mentioned by 37
respondents (13.7%), while photo/video sharing platforms and dating apps are cited less
frequently, with 15 respondents (5.6%) and 16 respondents (5.9%) respectively. Email and other
platforms each received mentions from 5 respondents (2%). A portion of respondents (7.4%) found
it difficult to answer, possibly reflecting uncertainty or a lack of specific knowledge about these
behaviors on online platforms. These findings underscore the prevalence of these behaviors on
social networks and the varied nature of their occurrence across different types of online platforms.

7.7. Personal Experience of Respondents with Online Targeting Behaviors

The data below was collected from 105 respondents who personally experienced TFGBV in any
form.

Figure 8.7.1. Percentage of women who have Figure 8.7.2. Percentage of Women who have
experienced TFGBYV by region experienced TFGBV by community type
Yerevan I 46 7 % 2.9%

20.0%
Tavush WM 5.7%

Syunik W 2.9%
Shirak N 6.7%
Lon MR 7 6%
Kotayk N 14 3%
Gegharkunik W 2.9%
Armavir I 6.7%
77 1%
Ararat EE 4.38%

Aragatsotn W 1.9% n Difficult to answer  In a city/urban area = In arural area

The data reveals insights into where women are more likely to report experiencing TFGBV: 77.1%
in urban areas compared to 20.0% in rural areas, with 2.9% finding it difficult to answer.

Figure 9.7.1 depicts the percentage of women who have experienced any form of TFGBV across
different regions. Yerevan stands out with the highest incidence at 46.7%, reflecting greater digital
engagement and possibly better reporting. Kotayk follows with 14.3%, and other regions like Lori
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(7.6%) and Armavir (6.7%) also show moderate levels. Meanwhile, Aragatsotn and Gegharkunik
have the lowest incidences among respondents at 1.9% and 2.9%, respectively. This distribution
correlates with the total percentages of respondents from these regions and Yerevan, suggesting
a normal distribution pattern across the surveyed areas.

Figure 8.7.3. Frequency of personal experience with online targeting

46.7% TFGBYV incidents vary in frequency among
respondents over the last 12 months, with a
notable proportion having experienced it
somewhat often (32.4%) or not very often

32.4%

14.3% (46.7%). Smaller percentages reported
o 57% experiencing it very often (5.7%) or always
. (1.0%), while 14.3% found it challenging to
Always Very often Somewhat  Notvery  Difficult to provide a response.
often often answer

Figure 8.7.4. Gender of Perpetrators

It is worth mentioning that not only men target

26.7% women online. The survey results indicate that

. 7.6% of those who personally experienced TFGBV

reported that the perpetrator targeting them was a

65.7% 1.6% woman, while 26.7% mentioned they were targeted
by both men and women.

= Both male and female Female Male

Additionally, focus group discussions revealed that certain forms of TFGBYV, such as online
hate speech, are predominantly perpetrated by women rather than men, as noted by
participants.

Figure 8.7.5. Relationship with Perpetrators

Regarding the types of relationships

offine Relationship [ NN /5.7 respondents had with the perpetrators, the
survey allowed for multiple responses,

Online Refationship N 17.1°% capturing varied contexts of interaction.
Perpetrator(s) is unknown [N 25 6% The most frequently reported relationship
type was offline relationships, noted by

Anonymous user(s) | N -7 % 45.4% of respondents. This suggests that a

significant number of incidents of online
targeting originate from individuals known
Refuse to answer [l 5.7% to the respondents in their offline lives.

Additionally, interactions with anonymous

Other | 3.8%
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users were reported by 37% of respondents, highlighting the anonymity that often characterizes
negative online behaviors.

Less commonly reported were online relationships (17%), instances where the perpetrator(s) were
unknown (28.6%), and other forms of relationships or interactions (4%). A small proportion of
respondents (5.4%) chose not to disclose their relationship with the perpetrator(s). This diversity
in relationship types illustrates the complex nature of online targeting, occurring across a spectrum
of interpersonal dynamics and levels of anonymity.

Figure 8.7.6. Impact of online targeting

Experienced mental health or emotional harm I G0 .0%
Blocked contacts I 56 2%
Felt unsafe IEEEEEEGEGEGEGEGEEEEEEE  {1 0%
Felt humiliated/embarrassed I 41 0%
Created a new/private profile I 05 7%
Reduced my online presence NN 00 0%
Thought twice about posting again I 21 0%
Changed my mobile number I 19 0%
Caused ham fo a personal relationship I 13 1%
Reported the behavior to the online platform I 15 2%
Experienced offline physical harm . 9 5%
Stopped using that online platform I 7 6%
Reported the behavior to an offline protective agency I 3.8%
Lost or had to change my job HE 2 9%
Family felt unsafe B 1.0%
Other HEE 3.8%
Refuseto answer I 7 6%

A considerable number of respondents reported feeling unsafe and experiencing emotional
distress, with 60% noting mental health or emotional harm. Practical consequences such as job
loss or changes (3%) and the need to change mobile numbers (19%) underscore the real-world
implications of online harassment. Furthermore, TFGBV often results in social and relational
strains, as evidenced by 18% reporting harm to personal relationships. Individuals (41%) also felt
humiliated or embarrassed due to these experiences, reflecting the deep emotional impact. The
prevalence of protective measures such as blocking contacts (56%) and creating private profiles
(25.5%) highlights the proactive steps individuals take to mitigate harm.

The survey data shown in Figures 8.7.7.-8.7.16. provides insightful perspectives on protective
measures adopted by respondents against online targeting. The majority of respondents either
somewhat agree (34%) or strongly agree (30%) that they are more cautious about what they post
online out of fear of being targeted. Utilizing the Internet and social media with a heightened level
of caution reflects an awareness among women about the potential risks associated with their
online presence.
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Research on Technology-Facilitated Gender-Based Violence (TFGBV) in Armenia
Quantitative and Qualitative Research Results

Figure 8.7.7. | am more cautious about what | Figure 8.7.8. The Internet is a safe place for me to share
post online out of fear of being targeted. (N=364) my opinions and ideas. (N=364)

Strongly agree I 30% Strongly agree H 4%
Somewhat agree 34% Somewhat agree I 16%
Somewhat disagrec I 15% Somewhat disagree 50%
Strongly disagree I 9% Strongly disagree I 20%
Difficult to answer I 12% Difficult to answer NN 10%

Figure 8.7.9. Social media should do more to Figure 8.7.10. Women are more often targets of cyber
address women being negatively targeted harassmentthan men. (N=364)
online. (N=364)

Strongly agree 49%
Strongly agree 49%

Somewhat agree I 40

Somewhat agree I 4%
Somewhat disagree R 7%
Somewhat disagree HEE 7% )

Strongly disagree B 3%
Strongly disagree W 3% .

Difficult to answer HEE 8%
Difficult to answer HEE 8%

Figure 8.7.11. More needs to be done to protect Figure 8.7.12. | worry about negative online behavior
women from being negatively targeted online. from others impacting my real life. (N=364)
(N=364)

Strongly agree I 300
Strongly agree 70%
Somewhat agree 35%
Somewhat agree I 23%
Somewhat disagree I 14%
Somewhat disagree 1 2% ) )
Strongly disagree I 9%
Strongly disagree = (0% - ,
Difficult to answer I 12%

Difficult fo answer Il 5%

Figure 8.7.13. Women often don’t know that Figure 8.7.14. Women have become accustomed to
these negative online behaviors are reportable. being negatively targeted online, because nothing is
(N=364) done to stop it. (N=364)
Strongly agree 54% Strongly agree I 1%

Somewhat agree I 33% Somewhat agree 36%
Somewhat disagree HE 7% Somewhat disagree I 20%

Strongly disagree 1 1% Strongly disagree HEE 5%

Difficult to answer Il 5% Difficult to answer I 8%
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Figure 8.7.15. | know where | can safely report Figure 8.7.16. The Internet can be a helpful source of
negative online behavior targeting women when information and support for women dealing with these

| experience or observe it. (N=364) kinds of negative online behaviors. (N=364)
Strongly agree I 15% Strongly agree I 4%
Somewhat agree N 000 Somewhat agree 43%
Somewhat disagree I 16% Somewhat disagree I 9%
Strongly disagree I °0% Strongly disagree B 2%
Difficult to answer 25% Difficult to answer I 12%

In addition, 70% of total respondents either somewhat or strongly disagree that the Internet is a
safe place for them to share their opinions and ideas. This skepticism underscores prevalent
concerns regarding online safety and the prevalence of negative behaviors directed at women.

Empowering women with knowledge about reporting mechanisms and leveraging the Internet is
seen as a supportive resource but addressing key issues of online targeting management can
help facilitate the safety, equity, and dignity of online spaces for women globally.

Figure 8.7.17 Protective measures and recommendations

Keep paper trail of the targeting NN 56.3%
Seek help from an offline protection agency I C1. 1%
Tell your network(s) about the person targeting you [N 55 5%

Immediately report someone who makes you feel
uncomfortable

I 74.4%

Don't give out phone number or email address 90.4%

Don't post location G 55 1%
Keep profile/information private I 53 3%
Other B 1.9%

Difficult to answer | 1.1%

The recommendations from Figure 8.7.17. emphasize proactive measures to enhance personal
safety in digital spaces. Strategies like privacy management, cautious sharing of personal details,
immediate reporting of discomforting interactions, and leveraging offline support highlight the
multifaceted approach needed to mitigate risks associated with online targeting. The high
endorsement of keeping records and seeking help from offline agencies underscores the
importance of preparedness and comprehensive response strategies in addressing online
harassment effectively. The survey results show that respondents mainly suggest avoiding
situations and actions that could lead to being targeted, a point that was mentioned also during
focus group discussions.
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In many cases, we unknowingly take certain actions online without realizing they can make
us vulnerable to various types of gender-based violence. Taking responsibility for
ourselves involves engaging in self-education and being cautious about making personal
information publicly available, as this can increase our vulnerability.

FG discussion participant

Respondents — Women Entrepreneurs (N=36)

7.8. Technology-Facilitated Gender-Based Violence in Business Sector

This section examines TFGBV within the business sector. Based on survey responses, 36
participants identified as entrepreneurs (self-employed) or company managers.

Figure 8.8.1. Frequency of internet usage in business

69% The chart shows that a significant
majority, 69%, of respondents uses the
internet for business purposes several
times a day. Only a small percentage,

5% 14% 5% 8%, report using it several times a
— ] — month.

Severaltimesa  Several times a Every day Several times a
month week day

Figure 8.8.2. Experiences of online harassment or violence in entrepreneurial activities

— _ _ When  questioned about their
xperienced any instances of online

sabotage, such as negative reviews or 58% 49% experiences with cyberbullying or
false allegations, specifically aimed at ! .
damaging business reputation online harassment related to

entrepreneurial activities, 6 out of 36
respondents (17%) reported

Received unsolicited or inappropriate

messages or comments from clients, 69% 31%
customers, or business partners online encountering such issues. In Contrast,
11 out of 36 respondents (31%)
Experienced any form of cyberbullying mentioned receiving unsolicited or

or online harassment in relation to 83% 17% . ]

entrepreneunal activities mapproprlate messages or comments
from clients, customers, or business
No mYes partners online. Moreover, 15 out of 36

respondents (42%) reported instances
of online sabotage, such as negative reviews or false allegations aimed at damaging their
business reputation.

Business managers with more prominent webpages, who are more widely recognized, tend
to attract more negative attention and criticism.

FG discussion participant

civitta




Figure 8.8.3. Response to cyberbullying or online harassment

Changed privacy
seftings on social

media accounts Ignored it
22% 34%

Blocked the
perpetrator(s) Reported it to the platform

or website
33% 1%

The survey data reveals that 34% of
respondents opted to ignore the
harassment, while another 33% chose
to block the perpetrators. This
indicates a preference among affected
entrepreneurs to manage the issue
directly through personal actions rather
than seeking external intervention.
Additionally, 11% of respondents

reported the harassment to the platform or website, suggesting a minority actively engaged in
formal reporting processes. Changing privacy settings on social media accounts was also a
strategy employed by 22% of respondents, reflecting efforts to enhance personal online security.

Figure 8.8.4. Response to unsolicited or innappropriate messages

Blocked the sender
36% Ignored them
37%

Responded directly to address the issue
27%

The majority (37%) chose to ignore
unsolicited or inappropriate messages,
while an equal proportion (36%) opted
to block the senders. Responding
directly to address the issue was
another prevalent strategy, selected by
27% of respondents. Notably, formal
reporting to relevant authorities or
platforms was not reported by any

respondents in this group. These findings suggest a tendency among entrepreneurs to handle
such incidents independently, with a lower inclination towards formal or legal actions.

There's a need for greater awareness about available tools and reporting incidents to

authorities.

FG discussion participant

This trend to avoid or ignore the situation is not only indicated by the survey results but also by

the results of focus group discussions.
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Figure 8.8.5. Response to online sabotage

FPublicly responded
21%
Other

32%

Contacted platform to
dispute false claims
5%

Engaged with satisfied
customers to counterbalance
negative feedback
26%

Implemented new
strategies for reputation
management online
16%
In instances of online sabotage, respondents adopted a range of strategies. Engaging with
satisfied customers to counterbalance negative feedback emerged as the most common
response, chosen by 26% of respondents. Respondents also implemented new strategies for
reputation management online (16%) and gave public responses addressing the allegations
(21%). However, formal actions like contacting platforms to dispute false claims were less
common, reported by only 5% of respondents. Additionally, a significant portion (32%) indicated
using other strategies not specified in the survey options. These findings highlight a proactive
approach among entrepreneurs in managing online sabotage, focusing on public relations and
strategic responses to mitigate reputational harm.

Insights and Connections

Across all three groups, there is a noticeable trend towards self-directed responses to online
challenges, emphasizing personal actions such as blocking perpetrators and directly addressing
issues. Formal reporting to platforms or authorities was less common, particularly in instances of
unsolicited messages. The responses to online sabotage indicate a recognition of the broader
impact on business reputation, prompting strategic measures such as engaging with customers
and implementing new management strategies. Overall, the data underscores the diverse
strategies employed by women entrepreneurs in navigating TFGBYV and related online challenges,
reflecting varying levels of preparedness and effectiveness in addressing these issues.

Figure 8.8.6. Concerns about impact of TFGBV on entrepreneurial activities

31% Among 36 respondents surveyed about
25% their concern regarding TFGBV impacting
their entrepreneurial activities, a majority
expressed varying levels of apprehension.
Specifically, ranged from slightly concerned

28%

11%

0,
I &% (31%) to extremely concerned (6%). This
. reflects a widespread awareness among
Mot Slightly I"\,"Odel'atelj\l,J Concerned  Extremely women entrepreneurs of the potentia| risks
concerned at concerned  concerned concerned . . . .
all associated with gender-based violence in

digital spaces.
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Perception of platform action on TFGBV

Regarding perceptions of technology platforms and social media companies' efforts to address
gender-based violence targeting women entrepreneurs, majority (75%) found it difficult to assess
whether these platforms are doing enough. Only 8.5% of respondents believed current actions are
sufficient, suggesting a widespread perception that existing efforts may not effectively mitigate
gender-based violence online (e.g. Instagram doesn’t allow closing your friend list, which makes
it easy for cybercriminals to share your intimate images with your friends).

The perception of gender-based vulnerability among women entrepreneurs facing online
harassment reveals mixed sentiments. Among respondents, 19.5% felt more vulnerable to online
harassment or discrimination as women entrepreneurs compared to their male counterparts, while
64% did not share this view, and 16.5% found it challenging to answer.

Figure 8.8.7. Role of gender stereotypes in TFGBV

Other. 8% No Impact, Among the surveyed, perceptions on the
Stereotypes : 19% . :
transferred online, impact of gender role stereotypes or biases
£ varied significantly. Some felt these had no
H o
Acknowledg ImpaCt (1 9 A))
ed impact, .
22% 42% were uncertain or acknowledged an
Indirect/unce indirect influence.
rtain impact,

42% A notable proportion acknowledged a direct

impact (22%), and some mentioned stereotypes being transferred online or other impacts (8%).

Figure 8.8.8. Barriers in accessing support for TFGBV

Regarding support accessibility, over half
faced no challenges (52.5%), and many felt no
No Need for Help [N 9% need for help (28.5%). Some found it hard to
identify barriers (9.5%), while others reported
occasional or unspecified obstacles (9.5%).

No Challenges/Problems 52%

Uncertain/Hard to Answer [l 10%

Occasional Challenges [l 5% These results suggest that women pursuing
entrepreneurial activities may have a stronger
Other [l 5% understanding of how to approach these

situations or access to resources that make
them feel supported.

Factors influencing silence on online harassment

Most of the respondents reported that they did not refrain from speaking out (86%), while a
minority refrained due to fear of retaliation or victimization (14%).
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Figure 8.8.9. Reasons for non-disclosure of online harassment

o Among 5 respondents who refrained from
Feeling isolated or unsupported 60% X i .
in addressing the issue I 2 speaking out about instances of online

harassment or TFGBV, several factors

Fea"oggel;f’e'if;g:f;")omt"e B 20 influenced their decision. Concerns about
' damaging their business reputation (40%)

Lack of trust in the : . . : )
eftectiveness of reporting [N 0% and distrust in reporting mechanisms (40%)
mechanisms or authorities were common reasons cited. Additionally,

20% mentioned fear of retaliation, while a
majority (60%) expressed feelings of
isolation. Respondents were free to select

Concerns about damaging my
business reputation further _ 40%
more than one option.

7.9. Key Insights

The survey analysis in Section 8 provides critical insights into the landscape of TFGBV and its
impacts on personal and professional lives. It reveals that women across different age groups
experience varying degrees of online targeting, with younger groups perceiving higher
frequencies. Social networks emerged as the primary platform for online targeting, reflecting a
pervasive issue across digital spaces.

Respondents expressed high concern about online harassment and dissatisfaction with current
platform efforts, underscoring the need for enhanced protective measures. Personal experiences
with online targeting resulted in significant emotional and mental harm, affecting job security and
business reputations. Strategies for protection included online behavior, reporting mechanisms,
and seeking offline support, but challenges like fear of retaliation and inadequate reporting
avenues were barriers to seeking help.

Perceptions of gender vulnerability and stereotypes highlighted systemic biases that exacerbate
online harassment against women entrepreneurs. Instances of online sabotage and concerns
about business reputation underscored the broader implications of TFGBV on business operations
and security.

Common themes around gender-based power dynamics, societal expectations, and structural
inequalities persisted across different socioeconomic statuses and professional standings.
Addressing TFGBV comprehensively demands tailored interventions that empower all women to
access support, challenge norms, and advocate for systemic change.

The findings underscore the urgent need for comprehensive measures to enhance online safety,
including improved platform accountability, enhanced reporting mechanisms, and targeted support
for affected individuals. Collaborative efforts from platforms, policymakers, authorities, and
communities are essential to create safer online environments that empower women
entrepreneurs and safeguard their rights and dignity.
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8.Focus Group Discussions Results

Experience and Observation of TFGBV in Business Networks

Focus group participants, all of whom were female, were selected from diverse business sectors,
age groups, and business types to ensure a broad range of perspectives. Each group was limited
to a maximum of 10 participants to maintain an effective and focused discussion environment,
with a total of 21 participants involved in the study. Participants reported encountering several
forms of TFGBYV in their professional and business environments. Key observations include:

Intellectual Property Theft: FG participants reported instances where business imagery
and ideas were appropriated by other organizations. While some view intellectual property
theft as a form of TFGBV due to its technology-facilitated nature, it was noted that it does
not inherently constitute gender-based violence. It can sometimes include elements of
TFGBYV, particularly if the targeting of intellectual property is influenced by gender
dynamics, but it is fundamentally a broader issue of technology-facilitated misconduct.
Gender Inequality: In Armenia, gender inequality is a significant barrier for women
entrepreneurs, making it difficult for them to participate fully in business activities. This
inequality exacerbates the challenges they face in dealing with TFGBV. However, these
barriers are increasingly being dismantled as societal attitudes shift. People are starting to
recognize women as reliable entrepreneurs, largely due to women'’s efforts to reeducate
themselves and improve their business acumen, thereby enhancing their credibility and
professional standing.

Online Criticism and Hate Speech: Individuals with a prominent online presence,
particularly those from specific regions like Artsakh, have faced online violence, including
insults and hate speech. The increased visibility of these individuals often attracts negative
attention and criticism.

The participants emphasized that while they did not experience physical violence, the copying of
business content and product descriptions by others was a common and problematic occurrence.
This cannot be strictly classified as TFGBYV, as it pertains more to issues of business ethics and
intellectual property rather than gender-based violence.

Protective Measures Against TFGBV Threats

In response to TFGBYV, participants highlighted several protective measures and challenges:

civitta

Legal and Reporting Challenges: Seeking legal assistance is often ineffective due to the
anonymity of perpetrators using fake profiles on social media platforms. This anonymity
complicates the identification and accountability of those responsible for TFGBV.
Awareness and Education: There is a significant lack of awareness regarding the tools
available to avoid or mitigate TFGBV.

Cultural and Technological Obstacles: Society’s low literacy concerning social platform
usage and ethical behavior is a major barrier. Participants emphasized the importance of
normalizing discussions about these issues and establishing clear preventive measures to
manage online negativity and violence.

Support Systems: Providing emotional and practical support to victims is essential.
Assessing the situation objectively and offering competent responses can help in dealing
with the emotional burden of online violence.




= Competitive Landscape: The rapid pace of innovation and the presence of competitors
pose additional challenges to businesses, making it imperative for them to adopt proactive
measures to ensure safety and success.

Trends in TFGBYV Prevalence

The focus group discussed the trends in TFGBV prevalence over the past year and identified
several contributing factors:

* Increasing Dynamics: The dynamics of TFGBV are perceived to be increasing, driven by
the rise of online freedom of speech and the trend of expressing opinions on the internet.
This environment fosters a culture where criticism, including online violence, is more
common. Additionally, advancements in artificial intelligence (Al) play a significant role in
these dynamics. For instance, Al-driven technologies such as deepfake software and
chatbots can be used to create and disseminate fake, derogatory content about individuals,
which can exacerbate forms of TFGBV.

» Raising Awareness: Despite the increasing trends in TFGBV, some participants noted a
contrasting trend of raising awareness and education about online violence. They
highlighted that more and more awareness-raising campaigns are being released,
educating people about the risks and providing them with tools to protect themselves. As a
result, individuals are becoming less vulnerable to being targeted by TFGBV.

The increased awareness can lead to a potential decrease in TFGBV dynamics over
time, as people become more equipped to handle and mitigate online threats.

= Availability of Tools: Businesses nowadays need an access to various tools that can help
combat hate speech, detect fake profiles, and manage online negativity. These tools
provide a measure of recourse against the increasing dynamics of TFGBV.

Collaboration to Combat TFGBV

The following points summarize participants’ views on improving collaboration among businesses,
government agencies, and civil society organizations to combat TFGBYV targeting women and girls
in the digital space:

= Government Role: The government should focus on regulating the legal framework and
enacting laws to address online violence. This includes approving legal norms and ensuring
that there is a robust legal structure to tackle TFGBV.

= NGO and Private Sector Involvement. NGOs can collaborate to develop toolkits and
resources aimed at combating online violence. The private sector can play a crucial role in
identifying and raising awareness about these issues, contributing to the overall effort to
improve online safety.

= Public Awareness and Literacy: Effective collaboration can enhance literacy levels on
online platforms, helping the public understand the risks and responsibilities associated
with digital interactions. Both public and private entities should work together to raise
awareness and educate the public on these issues.

= Trust in Women Entrepreneurs: The increasing trust in women entrepreneurs is seen as
a positive development, stemming from their efforts in self-education and professional
development. Their involvement in collaborative efforts against TFGBYV is crucial for driving
change and promoting a safer digital space.
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9.Interview Results
9.1. The Ministry of Labor and Social Affairs

The Ministry of Labor and Social Affairs of the Republic of Armenia has implemented several
measures to address violence against women. These efforts focus on three main areas:
support for NGOs, the provision of shelters for victims, and financial assistance.

Since 2020, the government has been providing grants to NGOs that support victims of various
forms of violence, including physical and mental abuse. These NGOs offer essential services
and assistance to help victims recover and find safety. In Yerevan, there are two shelters
available for victims of violence. These shelters provide a safe place for individuals seeking
refuge and support in their recovery.

Victims of trafficking, exploitation, and sexual violence can receive a one-time financial aid of
250,000 AMD. This financial assistance is intended to help cover some of the costs associated
with their experiences. In 2023, a total of 1,800 victims were recorded, with 256 moving into
shelters and 1,117 receiving financial aid.3*

NGOs play a crucial role in identifying victims of violence. These organizations also provide
information on gender violence, including cases of technology-facilitated gender-based
violence (TFGBV). Examples of TFGBV include coercion through threats involving intimate
images and online harassment.

A husband subjected his wife to psychological violence by sharing sexual photos and
videos on social media, posing as the woman and offering sexual services in her name.
His motive was to gain an advantage in court during their separation.

These NGOs operate across different regions®®, offering hotlines where individuals can seek
help:

"Women's Support Center" NGO (Yerevan)

"For equality Human Rights" NGO (Tavush region)

"You are not alone" women's support NGO (Ararat region)
"Youth Vanguard" Public Interest Support NGO (Armavir region)
"Sose Women's Issues" NGO (Syunik region)

"Talin-Huys" social NGO (Aragatsotn region)

"You are not alone" women's support NGO (Vayots Dzor region)
"Family without violence" NGO (Lori region)

"Women's Empowerment Resource" NGO (Kotayk region)
"House of Women's Rights" NGO (Kotayk region)

"Martuni Women's Community Council" NGO (Gegharkunik Marz)

34 Interview results, Ministery of Labour and Social Affairs of RA
35 IBID

36 https://www.mlsa.am/blockpage/79
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In a separate case, a woman faced physical violence, and when she sought help from
law enforcement, her husband began to harass her and her family online, sending
threatening messages and comments.%’

One challenge faced by NGOs is their inability to refer cases directly to the police unless the
victims agree to it. To improve case management, a unified system of electronic
registration for incidents of violence has been introduced. This system aims to help to track
and monitor cases more effectively.

A 20-year-old woman was coerced by her partner who initially obtained intimate photos
and videos from her. He then threatened to disseminate these materials unless she
complied with his demands. The woman chose not to report the incident to the police
and instead reached out to the regional NGO hotline, where she received appropriate
support, and the threats ceased.®®

Women aged 20-45, women and girls in difficult social situations, and those forcibly displaced
from Artsakh are recognized as particularly vulnerable to violence.?®

Legal Reforms

Further strengthening the support framework, recent amendments to the Law on "Prevention
of Family and Domestic Violence, Protection of Persons Subjected to Family and Domestic
Violence" took effect on July 1, 2024. These changes ensure that victims of violence receive
free medical care, addressing both immediate and long-term health issues. This legal provision
is crucial as it guarantees that victims can access necessary medical services without financial
burden, encouraging more individuals to come forward and seek help, knowing that their health
needs will be met at no cost. This reform is a significant step towards providing comprehensive
fcare and fostering an environment where victims feel supported and protected.

9.2. Human Rights Defender's Office

One of the primary function of the Human Rights Defender's Office is to refer victims of violence
to relevant entities such as NGOs and law enforcement agencies, particularly focusing on women
and girls who experience violence.

In 2023, the Ombudsman's office monitored and recorded the widespread use of derogatory words
and insults in public discussions, including on social platforms, which incited intolerance, hatred,
hostility, and discrimination, and advocated or justified violence. Additionally, the use of insulting
or degrading expressions by officials and public and political figures was also documented.*°

37 Interview results, Ministery of Labour and Social Affairs of RA
38 |BID
39 BID

40 Annual Report On The Activities of The Human Rights Defender of The RA As The National Preventive Mechanism During The
Year 2023 https://www.ombuds.am/images/files/c21b3daa983465bea149c85cf9f2cec3.pdf
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Furthermore, in 2023, the Defender's staff documented instances of inciting hatred and promoting
violence against LGBT individuals on online platforms, particularly on social networks.

Notably, on August 21, 2023, large-scale publications containing hate speech were
observed in relation to the murder of a trans woman. Monitoring by the Defender's staff
revealed that both the murdered woman and the trans community, in general, were
subjected to posts inciting hatred and justifying violence.*!

The Human Rights Defender's Office also places a specific focus on defending children's rights.
It has been observed that children often recognize only physical violence as violence and do not
perceive bullying, online harassment, or targeting on social platforms as forms of violence. There
have also been cases where children, despite being aware that they were being subjected to
violence, chose not to speak out due to fear of further targeting by society.

However, girls and women who have faced any kind of violence, including TFGBV, sometimes do
not want to go to the police because they fear they will be treated negatively and may face further
violence. This reluctance often stems from the close-knit nature of small villages, where everyone
knows each other, and any police involvement in issues becomes widely known.

The Defender of Human Rights emphasized in her annual report that the state should
contribute to the fight against hate speech, including in the online domain, by adopting

appropriate legislation and regulations, ensuring the proper implementation of those
regulations, raising public awareness, and building the capacities of public sector
actors, officials, journalists, and others in the fields.*?

9.3. Police of the RA Ministry of Internal Affairs and Investigative
Committee

In the case of violence, the police use three types of protection measures, two of which are directly
initiated and implemented by the police. A third type of measure is initiated by victims or a victim
support center, but the responsibility for implementation rests with the police. Safeguards are
important to prevent further violence and protect victims.

1. The first type of protective measure is a warning, which involves evaluating three components
to ensure its correct application:

» The case of domestic violence is being discovered by the police for the first time.
» The committed act does not appear to contain features of a crime.
»= There are no grounds for urgent intervention.

41 Interview results, Human Rights Defender of the RA

42 Annual Report On The Activities of The Human Rights Defender of The RA As The National Preventive Mechanism During The
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The warning is issued as soon as possible after the police become aware of the incident.

It is important to consider the risks to the victim when issuing a warning as a protective measure,
particularly the possibility of retaliation by the perpetrator. When the perpetrator remains in the
same environment as the victim after a warning is issued, there is a significant risk that they may
seek revenge for being reported. This can exacerbate the situation, potentially leading to further
harm or escalation of violence. Therefore, while a warning can be a first step in addressing
domestic violence, it is crucial to monitor the situation closely and consider additional protective
measures to ensure the safety and well-being of the victim.

2. The second type of protective measure is an urgent intervention decision. The purpose of this
decision is to ensure the safety of the person subjected to domestic violence in cases of imminent
danger by providing physical distance between them and the person who committed the violence.
The validity period of the urgent intervention decision cannot exceed twenty days.

3. The third type of protective measure is a protective order. A person who has been subjected to
domestic violence or a support center can apply to the court for a protective order, which can be
issued only by the court and for a period exceeding the validity of the urgent intervention decision.

The police are guided by the same principles in cases of technology-facilitated violence. According
to a police representative, the trend of under-reporting violent incidents is decreasing. Women,
including those in rural areas, who are usually afraid to turn to the police due to the fear of breaking
up their families, have started reporting violence more often. Naturally, this will also affect the
number of reports of incidents of violence facilitated by technology. We can consider the main
reason for this trend to be the increase in awareness and legal understanding.

The police responded that officers are regularly trained to avoid any kind of mistreatment
of victims of violence. In cases of violating the rules of ethics, a police officer should held
liable according to the procedure established by the law of the Republic of Armenia.*®

The absence of separate statistics on TFGBV cases by the Police and Investigative Committee
underscores the complex nature of these incidents, often intertwined with various forms of gender-
based violence (GBV). When addressing cyber-related crimes, authorities typically categorize
investigations into financial cybercrimes, cybersecurity breaches, and other offenses such as child
pornography, racism, xenophobia, and intellectual property violations. While technology often
facilitates these crimes, gender is not typically a determining factor in categorization.
However, gender-specific vulnerabilities are evident in TFGBV cases. Investigators note distinct
patterns: male-targeted money extortion often involves perpetrators posing as women on
messaging platforms, coercing payments for promised actions. Conversely, female-targeted
extortion frequently utilizes phone communication, exploiting perceived vulnerabilities to demand
payments.** These insights highlight the differential impacts of TFGBV on men and women,
necessitating targeted investigative approaches and support strategies.

43 |Interview Results: The Police of RA

44 Interview Results: Investigative Committee of RA
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TFGBYV cases often involve a combination of physical, sexual, psychological or economic violence.
These forms of abuse commonly precede and/or follow incidents of TFGBYV, illustrating the
complex interplay within vulnerable populations. Online forms of TFGBV are linked to offline
consequences, with TFGBV escalating into acts of offline violence or vice versa.

A Facebook page was created in the name of a well-known blogger, through which the
perpetrator engaged with various men, arranged meetings, extorted money, and even
threatened to expose their correspondence to their spouses if payments weren't made.
This online harassment escalated into physical threats against the blogger, causing fear
whenever they left their home, including being followed and even attempts to cause harm,
such as trying to push them under a car. The situation expanded when the perpetrator
exploited the blogger's fame to extort money from people displaced from Artsakh, claiming
to help them rent apartments°.

45 Note: The case is not provided during the interviews; it is taken from the Instagram social media platform.
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10. Study Limitations

Cultural sensitivity and stigma | Discussing gender-based violence, especially when facilitated
by technology, is a sensitive topic. Cultural norms and stigma discourage participants from openly
discussing their experiences or even acknowledging the issue. In many communities, there exists
a reluctance to confront or discuss topics related to gender-based violence due to deeply ingrained
social norms and fear of social repercussions.

Low awareness level | During focus group discussions, participants exhibited a lack of
awareness regarding TFGBYV. Many had encountered situations that could be identified as TFGBV,
yet they were unaware that such incidents constituted a form of gender-based violence. This gap
in knowledge highlights the need for education and awareness campaigns to empower individuals
to recognize and address these issues.

Underreporting | Victims of TFGBV are reluctant to report incidents due to fear of social
repercussions, mistrust in authorities, or lack of awareness about available support mechanisms.
This leads to an underestimation of the prevalence of the issue.

Particularly in rural areas and small villages, where community ties are strong, reporting incidents
to authorities can lead to the public exposure of the victim.

Limited data availability | In Armenia, there is a notable absence of reliable data or
comprehensive research on TFGBV, making it challenging to establish a foundational
understanding of the issue or to compare findings across different contexts. This gap is
exacerbated by the lack of a standardized definition and governmental protocols for recording
TFGBV cases separately, often categorizing them under broader categories such as gender-
based violence or cybercrime.

Internet inclusion and digital literacy | Varying levels of internet access and digital literacy
among the population are significantly affecting the study's reach and the reliability of self-reported
data on technology usage and related violence. Limited internet access in certain regions is
excluding parts of the population, leading to an incomplete understanding of the issue. Additionally,
differences in digital literacy are resulting in discrepancies in how participants interpret and
respond to survey questions, potentially affecting the results and impacting the accuracy of the
findings.

Legal and institutional framework | The absence of comprehensive laws or policies specifically
addressing TFGBV poses a challenge in assessing the effectiveness of legal frameworks and
institutional responses.

Participant recruitment | Identifying and recruiting FG participants who have experienced
TFGBYV is challenging due to privacy concerns and the sensitive nature of the topic.
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11. Key Findings and Recommendations

The study conducted on the legislative landscape surrounding TFGBV in Armenia reveals
significant gaps and challenges in the current legal framework. The findings underscore the need
for urgent reforms to address the specific nature of digital abuses and provide adequate protection
to victims.

The study reveals that there are no specific legislative provisions in Armenian law that address
TFGBV. Existing legal statutes primarily focus on traditional forms of criminal behavior and
interpersonal violence, such as direct physical or verbal abuse. These laws are not equipped to
handle the nuances introduced by technology and digital platforms where TFGBV occurs. Current
laws in Armenia that address harassment, stalking, and protection from abuse do not explicitly
extend to the digital realm. This inadequacy leaves victims of digital abuse without specific legal
recourse. The absence of specific legislation on TFGBYV creates significant gaps in the protection
available to victims. The study underscores the urgent need for legal reform to address these gaps
and provide comprehensive protection against digital forms of gender-based violence.

To create a safer digital environment for women in Armenia, the study recommends the
introduction of legislative initiatives or reforms informed by global best practices. These practices,
discussed in detail in the preceding sections of the report, offer valuable insights into effective
strategies for combating TFGBV.

Currently, there is a notable absence of official statistics on cases of TFGBV in Armenia. This term
is still unfamiliar within Armenian governmental bodies, which complicates efforts to effectively
address and mitigate such incidents. The lack of a concrete definition further exacerbates this
issue, hindering the accurate classification and recording of TFGBV cases. Establishing a legal
definition of TFGBV would not only enable better understanding and recognition of these incidents
but also facilitate the systematic collection of statistics. This would be pivotal in developing
targeted interventions and policies to combat TFGBV effectively.

Here are the main recommendations based on the study findings:
Customization of International Best Practices

In order to effectively incorporate international best practices into Armenia’s legislative framework
in the context of combating TFGBV, there is a need for customizing them to fit Armenia’s specific
social, cultural, and legal context. This includes defining key terms like "cyberstalking," "digital
harassment,” "non-consensual sharing of intimate images," and "cyber coercion” in ways that are
clear and enforceable under Armenian law.

Development of Comprehensive TFGBV Legislation

In addition to integrating TFGBV into existing local legislation based on international best
practices, it is recommended to develop a separate comprehensive TFGBV law, that will clearly
define all forms of digital abuse, including cyberstalking, online harassment, non-consensual
distribution of intimate images, and digital impersonation, etc. The legislation should also cover
emerging technologies and platforms where such abuses can occur, ensuring the law remains
relevant as technology evolves.
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Advocacy for Istanbul Convention Ratification

There is a need for advocacy to accelerate the ratification of the Council of Europe Convention on
Preventing and Combating Violence against Women and Domestic Violence, (the Istanbul
Convention), which can play a significant role in addressing TFGBV in Armenia. It is one of the
most comprehensive frameworks for tackling all forms of violence against women, including
TFGBV. "Its broad scope covers physical, psychological, and sexual violence, and while it does
not explicitly mention digital violence, the principles and measures advocated by the convention
can seamlessly address TFGBV”.46

Capacity Building in Digital Forensics and Cybercrime Investigation

There is a need for developing Armenia’s capacity for digital forensics and cybercrime
investigation. This might include training programs for law enforcement on the latest digital
technologies used in TFGBYV, understanding digital evidence, and the legal procedures involved
in prosecuting digital crimes. Similarly, there is a need for capacity building for law enforcement,
judiciary, and legal practitioners to ensure they are equipped with the necessary skills and
knowledge to handle TFGBV cases effectively. Establishing reporting mechanisms specifically
tailored to TFGBV cases and integrating these into existing frameworks will be crucial.
Furthermore, initiating data collection and analysis protocols focused on TFGBV will provide vital
insights into the scope and nature of the issue, guiding evidence-based policymaking and
intervention strategies. By taking these steps, Armenia can lay a solid foundation for combating
TFGBYV effectively and protecting vulnerable individuals in the digital age.

Public Awareness Campaignh on TFGBV

Raising public awareness about TFGBYV is a critical step that should precede and accompany
legal amendments to ensure acceptance and minimize resistance to change, especially in a
culturally specific context like Armenia. A well-crafted public awareness campaign can educate
the community about the serious impacts of TFGBV and the necessity for legal measures, while
also addressing cultural nuances and sensitivities.

Implementation of Educational Initiatives for Online Safety

In addition to legal amendments and public awareness campaigns, it is essential to implement
comprehensive educational initiatives aimed at promoting online safety. These initiatives should
educate individuals on recognizing and preventing TFGBV, emphasizing the importance of digital
privacy, secure online behavior, and seeking support when faced with online threats. By
integrating online safety education into broader awareness efforts, we can empower communities
to navigate digital spaces safely and mitigate the risks of TFGBV.

Further Research on Digital Exclusion and Control

The current report addresses online violence within digital platforms and the internet. However, to
comprehensively address TFGBV, especially concerning restrictions or control of technology
access, further investigation is crucial. It is recommended to initiate separate research specifically
dedicated to understanding digital exclusion and its root causes. Future research should gather

46 https://www.coe.int/en/web/istanbul-convention
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information from individuals experiencing limited internet and device usage. This would illuminate
underlying factors such as affordability, access issues, digital literacy challenges, and potential
barriers related to disability. Additionally, exploring instances of digital and physical control over
device access by family members or partners is vital. While the current survey provides details on
basic forms of TFGBV, studying the issue with a broader scope will offer a more comprehensive
understanding and aid in developing targeted interventions.

Fostering Cooperation between Different Entities

To effectively combat TFGBV in Armenia, it is essential to foster robust cooperation between
various entities, including international organizations, national ministries, the Statistical Committee
of RA, law enforcement bodies, and both private and public sectors. This multi-sectoral
collaboration should be formalized through joint protocols to ensure a coordinated and
comprehensive approach to TFGBV prevention and response.
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12. Annex A: Summary of Key Findings

Table 13.1: Laws and regulations addressing TFGBV across selected countries

Section 264 of the
Criminal Code

Section 184 of the
Criminal Code

Section 301 of the

. Criminal Code
Online
Harassment/Cyberstalking Protecting
Canadians from

Online Crime Act
The Privacy Act

The Defamation
Act

Section 162 of the
Criminal Code

Protecting
Canadians from

Image-Based Abuse Online Crime Act

Provincial Statutes
on the
Unauthorized
Distribution of
Intimate Images

Section 346 of the
Criminal Code

Online Impersonation

Coercive Behaviour
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National Plan to
End Gender
Based Violence
Violence Against
Women Act

State Laws
Against Non-
Consensual
Distribution of
Intimate Images

Computer Fraud
and Abuse Act

Identity Theft
and Assumption
Deterrence Act

State Laws
Banning Sexual
Extortion
(Applicable in 17
States)

Section 285 of the

Criminal Code

Section 138 of the

Criminal Code

Section 139(A-E)

of the Criminal
Code

Section 6A of
the Criminal
Code

Section 9A of
the Criminal
Code

Section 6C of
the Criminal
Code

Section 4 of the
Criminal Code

Section 232 of
the Criminal
Code

Section 263 of
the Criminal
Code

Section 264D of
the Criminal
Code

Sections 217,
260, 276 of the
Criminal Code



https://laws-lois.justice.gc.ca/eng/acts/c-46/page-38.html#h-120223
https://laws-lois.justice.gc.ca/eng/acts/c-46/page-38.html#h-120223
https://antislaverylaw.ac.uk/wp-content/uploads/2019/08/Netherlands-Criminal-Code.pdf
https://antislaverylaw.ac.uk/wp-content/uploads/2019/08/Netherlands-Criminal-Code.pdf
https://www.government.se/contentassets/7a2dcae0787e465e9a2431554b5eab03/the-swedish-criminal-code.pdf
https://www.government.se/contentassets/7a2dcae0787e465e9a2431554b5eab03/the-swedish-criminal-code.pdf
https://www.government.se/contentassets/7a2dcae0787e465e9a2431554b5eab03/the-swedish-criminal-code.pdf
https://antislaverylaw.ac.uk/wp-content/uploads/2019/08/Denmark-Criminal-Code.pdf
https://antislaverylaw.ac.uk/wp-content/uploads/2019/08/Denmark-Criminal-Code.pdf
https://antislaverylaw.ac.uk/wp-content/uploads/2019/08/Denmark-Criminal-Code.pdf

13. Annex B: Survey Questionnaire
SURVEY QUESTIONNAIRE IN ORIGINAL LANGUAGE (ARMENIAN)
dnnnypnwagpnLpjnLu

1. Lbpywyndu n"p dwpgnid Gp puwyyned: Cuinply dty wwnwupuw
e Upwpwuwn

e Updwyhp

e Upwagwdnuu

e Lnnh

e Swynw

e Chnwy

e UnLuhp

e Juwjng ann
e  Ynuuwjp

e  Qbnwppnituhp
e Gplwu

2. Lpb'p @tp puwywywinph tnbuwyp: Luwnpt; J6l wwwnwupuwl
e Rwnwpwhu plwyuwdwin

e  Qynnuywu plwywdwip

e  dwpwunw GU wyuwwnwupuwlby

3. Lpb'p ubnp:
e  Upwywl [wywnunb hwpgnedp]
e hqulwu

4. N"p nwphpwhu judphu Gp Wwunlwuntd:
e UhUsl 14 lnwpbywl [wdwnunt hwngnudp]

e 15419
e 20-24
o 25-34
o 35-44
o 4554
e 55-64

e 65 L wyb [wywpwnt hwpgnudp]

5. Lpb'p @bp wohuwwnwlpwihu Uepywihu Ywpgwdhbéwyp: Luwnpb; UGl wwiwnwupuwl

e Lphd npnupny wahuwnnn
e UbGu npnypny whuwwnnn

civitta




6.

huplwqpwnywd wub

QnpdwanLny, ny thunpnud £ whuwnwup
[dn2wlwnnL

UpwyGpw/nLuwiunn (sw2huwiinnn)

huplwywd swzhuwwnnn (nbwjhu tnunGunchh W wyu)
3pwdwnynid 6U ywunwupuwlby

L2qwd hudpbphg n'nu £ wdtUwjwdp puncpwagpnud 2tn Uepywjhu gpwunywénceyniup: Clunnty Uty

wwwnwupawl

Qtnuwnywuwnbp, wuhwwn dbnubpkg

CuybpnLpjwlu nEYwJwn/uwnwywnhy

Unnpwpwdwudwl nGywdwn (Uhghu onwy)

Ninpunwhu Jwulbwgbun/thnpdwagbun
UphGuwnwynp/dbnwgnps w2huwwnwlph Junwtwn
Uwwuwnydwl ninpuinp w2buwinnn, gnpdwpwuh w2huwunnn
Spwdwnynid GU ywwnwupuwlb]

Uy

6. 1. Wjh nGwpntd L2k ywwnwuhuwl:

Swdwgwugh W uwppbph oguwgnpéncd, et Q6 = 3,4,5,6,7,8

7.
.

8.

h"Uy hwwhiwywunLpjwdp Gp ogundnd hwdwgwlghg: Cluwnnpb; UGl wwwnwupiwl
Opwywu Jh pwuh wuqud

Opwywu Uty wuqud

Cwpwrpep Uh pwluh wugwd

Cwpwpp UGy wuqud

Udhup Uh pwuh wugqwd

Udhup UGy wugwd Ywd wytih phy [wywnut) hwpgnodp]

Nppw’U hwédwhu Gp oginynd hwdwgwlughg® UnLinp gnpdtine hwdwp unghwjwywl dtnhw wdJ

unghwjwywl gwlgwhu hwppwyutp (ophuwy® hunbpubwnwihu hwytGwsubp, unghwjwywu gwlgtp,
Swunpnpeintlutph hwdGywsubp W wylu): Luwnptby Jahy wwwnwupuwl
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Opwywu Jh pwuh wuqud

Opwywu UGy wuqud

Cwpwrpep Uh pwluh wugwd

Cwpwpep UGy wuqud

Wdhup Uh pwuh wugqud

Udhup UGy wugqwd Ywd wytih phy [wywnut) hwpgndp]

Npwt'n Bp wnwyb| hwéwhu ogundnid hwdwgwughg: Luwnint; UGl wwwnwupuwl
Swup




e Luytputph Ywd pwnblywdutph twup

e Swdwuwpwuntd

e  UWhuwunwywypned

e Upbwpuwl, pnynpphug tnwnwdép

e Swupwihu Juwp® hwdwgwughU hwuwlbhnLjwdp
e U, Loty

Qwithnnwywlu hwpgbp

10. Nppwun’y tp wnbnwy Juppwasdwihu htwunlyw| npultnpnidubph JwuhU, npnup ogunwignpdynud B uwwlg
wngwlg phpwhuwynpdwl hwdwnp: Sncpwpwlynip wlundwl hwdwp puinpby JG4 wwwnwupuwl

10.1. hUy-np JGYp wngwug tnwnpwsnud Ywd uywnunid £ tnwpwdt| wuhwunh dwuhU wbduwywl
wntGntynLpynLlltn:

e Pwguwndwywwbu inGnuy stu

e Npn2 swihny nnGnjwy GJ

e Lwlwpwn nGnuwy GJ

e Lwy wnbnuwy Gu

e  dwpwunwd GU wywwnwupuwub]

10.2. hUy-np JEyp wngwlug tnnwnpwénid ywd uwwnunwd £ tnnwnwist] yhpwynpwywl, Yhuwdtny, uGpy, hunphd
ywd ubnwywl punyph (nruwlywpubp/nGuwyngeptn:

e Lwgwpbwlwwbu nGnuwy s&U

e Npn2 swihny inbnuy GJ

e  Pwdwpuwp nbnuy 6d

e Lwy wnbnuwy U

e dwpwunwd GU wywwnwupuwub]

10.3. hUy-np JGyp wngwlg uywnunid £ $hahywywt pnuncpintt Yhpwntbp wudh ywd wubdh hwpwqwunutnph
Uywuindwdp:

e Pwgwpdwywwbu inbnuy stu

e Npn2 swithny inGnjwy GJ

e Lwlwpwn nbGnuwy GJ

e Lwy wnbnuwy Gu

e  djwpwunwd GU wywwnwupuwlb]

10.4. huy-nn UGYp hwnnpnwapnieintl £ nunuinyncd Yud hpuwwwpwynwd yunwpned® bwwwnwy nlubuwing
hotiguti| wuhwuwnh hupuwguwhwwnwywup Yuwd Juwu hwugub) Uupw hEnhuwynLejwlp:

e LPwgwpdwlwwbu nGnuwy seU

e Npn2 swithny nnGnjwy GJ

e Lwlwpwn nbnuwy GJ

e Lwy wnbnuwy U

e  dJwpwunwd U ywwnwuhuwUub
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10.5. hUy-np JBYp gnnwiuncd £ wuhwunh qununuwpwnp WYHwd dniwnp £ gnpdnud Upw wingwiug hwhyutp,
huwntGputwun uwnptn W wjl:

Pwgwpbéwywwbu nGnuy stu
Npn2 swithny innGnjwy GJ
Fwdwpwp wnbnwy GU

Lwy inbrywy 6d

Addwpwunid 6U ywunwupuwlbg

10.6. bUy-nn UtYp oqunwgnnédnid £ wy wngwlg hwhyutpp Yud unbndnud E hwzhy® Ubpyuwywlwinyg wyn wuah
wlnLuhg:

Pwgwnbdwlywwtu nbnuwy stu
Nnn2 swithny wnbnwy GU
Pwldwpwp nbnuwy 6Jd

Lwy inGnuwy U

Addwpwunid GU ywunwupuwlby

10.7. hlUy-np JGYp wuhwunh hwugbhU wngwug ninnnud £ ubipuhunnwywl Ywd wwnbinLejwl funup:

Pwgwpbdwywwbu nGnuy stu
Npn2 swithny innGnjwy GJ
Fwdwpwp wmbnwy GJ

Lwy inGrnywy 6d

Addwpwunid GU ywunwupuwlbg

10.8. bUy-nn UGYp unLin inbGnGYnLpnLUUGn E wngwlg tnwpwsnud wuhwwnh Jwuhbu WYHwd gpnuywpunned Upw:

Pwgwpbéwywwbu nGnuy stu
Nnn2 swithny wnbnjwy GU
Pwlywpwp nbnuwy GJd

Lwy inGnywy 6d

Addwpwunid GJ ywunwupuwlby

10.9. bUy-nn UGYp wuhwwnh dwuhU wngwlg nwnwdnud E hGnhuwlwanynn wmenGywwnydnieinlu («ule thhwny):

Pwgwndwlwwtu inbnywy stu
Npn2 swithny inGnwy GJ
Pwywpwp wmGnwy GU

Lwy inGnuy GJ

AYdjwpwunwd GU ywwnwupuwub]

10.10. hUy-nn UGYp uywnuwgnn bwdwyutn £ nLnupyned, pwdpwuwUuplbn £ wngwlg tnwnpwdnid,
wwppbpwpwn hGunlned E wudh huinBpuGunwihu gnpdnilubnieywun (Unpyudnn Juppwahd)' Juun bywwnwlutp
hGunwwunGny:
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e Lwgwpbwlwwbu nGnuwy sed

e Npn2 swihny inbnjuy GU

e  Pwdwpwp nGnuy 6d

e Lwy wnbnuwy Gd

e  djwpwunw GU wyuwwnwupuwub]

10.11. hus-nn Utyp ogunwignpdnud £ hwdwguwiugp® wwhwlgbiny gnidwin, ubpuncw) punyph gnpdnnnipncuutn
Ywu hunhd (nLuwuywputp/inbuwuniebn® wudlwlwl nbntynipynlultp Ywd nltubgws hunhd
(nLuwlywpuBpp/nGuwuntnp shnwwwpwyGine nhdwg:

e Pwguwnbdwywwbu inGnuy stu

e Npn2 swihny inbnuwy GJ

e  Pwdwpuwp nGnuy 6d

e Lwy wnbnuwy GJ

e  djwpwunw GU wyuwwnwupuwlb]

10.12. hUy-nn UGYp oqunwignpédnid £ hwdwywpgswyhu Spnwgnptnp ywd wy uhgngutn (pegwjhu hwybiywsdubp,
Yuwypbn)* wuadh nbdpp UGy wy wudh nruwuwpnid/inbuwungnid inbnwinptint bywwnwyny:

e  Lwgwpbwlwwbu nGnuwy s&U

e Npn2 swihny inGnywy GJ

e Lwlwpwn nbGnuwy BJ

e Lwy wnbnuwy U

e dwpwunwd GU wywwnwupuwub]

11. KUy tp Jwndnid, nppwl hwwhu G Ywlwjp wrgwlg phpwhiwdnpyned htunljw Juwppwadtph uhgngny:
Snrpwpwliynin wundwl hwdwn plnpt) J64 wuwwnwupuwl

11.1. [6pE Q10.1 = 2,3,4] bUy-np UGYp wngwlg nnwnpwénid Yuwd uwwnuned £ nnwinwist; wuhwunh Jwuhu
wlsdbwywl nbnGYnLeynLluGn:

e bpptp

e Swqyunbu
e bGppGJu

e Swdbdwfu

e  dwpwunwd GU wywwnwupuwub]

11.2. [Gpb Q10.2 = 2,3,4] hUy-np UGYp wngwlug tnnwnwdnid Ywd uwwnuncd £ nmwnwst] yhpwynpwywl,
Yhuwdtny, dtny, hunhd Ywd uGnwywu punyph |nLuwuywnubp/nGuwunietn:

e bnpbp

e Swqyunbu

e bppbJu

e Swdbwfu

e  djwpwunwd GU wuwwnwupuwlb]
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11.3. [Grb Q10.3 = 2,3,4] bUy-nn UtYp wngwlg uwwnunid £ $hghywywl pnuncpinitl Yhpwnt) wubh Ywd wubh
hwpwquwuwunutph LWwwndwdp:

Gnptp

Swaqyunby

GnpGJu

Swbdwhu

Addwpwunid U ywunwupuwlbg

11.4. [brb Q10.4 = 2,3,4] hUy-nn UGUp hwnnpnwannieintl £ nunuinyncd yuwd hpwwwpwynd Yunwpned®
Lwwuwnwy ntubBuwiny hgbigut) wuhwwnh huptwquwhwwnwywup Ywd Juwu hwugut] hEnhuwynipjwun:

Gnptip

Swqyuntwy

GppGUu

Swbwhu

Addwpwunid GU ywunwupuwlby

11.5. [GpE Q10.5 = 2,3,4] hUy-np UGYp ghnuwitinud E wuhwunh gununuwpwnp W/Ywd dninp E gnpdnud Upw
wngwug hwphyutin, huinbputiun uwnptn W wyl:

Bnptp

Swaqyunby

GppGJu

Swbwhu

Addwpwunid GU ywunwupuwlbg

11.6. [Grb Q10.6 = 2,3,4] bUy-nn UtYp ogqunwgnndnud £ wy wngwlg hwhyutnpp Ywd uinbndnud £ hwhy*
uGpywywlwiny wyn wuéh wuntuhg:

Gnptp

Swqyuntiy

GppGUu

Swbdwfu

Addwpwunid GU ywunwupuwlby

11.7. [Grb Q10.7 = 2,3,4] bUy-nn UGYp wuhwwnh hwugbhU wngwug nunnnud £ uGpuhutnwywu Yuwd winbGincgjwl
hunup:

Bnptp

Swaqyunbw

GppGUu

Swbdwfhu

AYdJwpwunwd GU ywwnwupuwub]

11.8. [GE Q10.8 = 2,3,4] hUy-np UGYp unLwin inbnGynLpynLtulGp £ wngwlg nwpwdnd wuhwwnh JwuhU Wywd
qnuwnuncd Upwu:
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Gnptp

Swaqyunby

GppGUu

Swbdwhu

Addwpwunid U ywunwupuwlbg

11.9. [GrE Q10.9 = 2,3,4] bUy-nn UGYp wuhwwnh dwuhlb wngwlg niwpwdnud E hnhuwywagnynn
wnGnEYwwdnipnl («ule thhwny) :

Bnptp

Swaqyunbwy

GnpGJu

Swbwhu

Addwpwunid GU ywunwupuwlby

11.10. [GpE Q10.10 = 2,3,4] huy-nn UGYp uywnuwgnn Lwdwyutbn £ nLnupyned, pwdpwuwupltp £ wngwlg
inwnwdnLd, ywpptpwpwn hGnlnwd £ wubdh huntpubunwhu gnpdnlutnueywup (Ypyuynn yuppwaghd)' Juwn
LUwwwnwyutp hGlwwuntind:

Gnptp

Swaqyunbuy

GppGJu

Swbdwhu

Addwpwunid U ywunwupuwlbg

11.11. [GE Q10.11 = 2,3,4] bUy-nn UGYp oqunwgnnédnud £ hwdwgwugn® wwhwlgbiny gnudwin, ubpuniw) punyeh
gnpdnnnieynLlUGN Ywu huinpd incuwlywpubp/nGuwungetn’ wudbwywl inbnGynipyntuutn Ywd nlubgws huinpd
(nLuwuywpuGpp/wnGuwunLetnp shpwiwwpwytine nhdwg:

Gnptp

Swqyuntiy

GppGUu

Swbdwfu

Addwpwunid GU ywunwupuwlby

11.12. [GpE Q10.12 = 2,3,4] huy-nn UGYp ogunwgnpdnid E hwdwywngswihu pwagnptn Yud wy Jhgnglbn
(ppowjhU hwybjwdutn, Ywptn)* wuah nbupp UGy wyp wudh (nLuwulwpnud/nGuwlynienud tnEnuinpbinc
Uwwunwyny:
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Bnptp

Swqyuntiy

GppGUu

Swbdwfhu

Addwpwunid GJ ywunwupuwlby




12. Jdbpghu 12 wdhuubph pUupwgpnid nppwun’y Gp nnwp wudwdp wnlsyb) W/jwd wywlwwntu Gnb) hGunlyw|
Jwppwastph npulLnpdwlp, npnup oquwgnpdynwd BU Yuwlwug wngwug phpwhuwynpdwl hwdwp:
SnLpwpuwlynin wundwl hwdwn plnpty JGiy wuwwnwupuwl

12.1. [6pE Q10.1 = 2,3,4] huy-np JGYp wngwlg tnwnwdnid Ywd uwywnunwd E tnnwpwét) wuhwwnh Jwuhu
wldlwlwl nbntynLpenLuutn:

e Uubwdp phpwhuwynnyt| Gu

e Awlwsnid GU UGYhu, ny phpwhuwynnyt| £

e UYwlwuwnbu BU Gnb), G hUswtu E UGY nLph2p rhpwuwynpynad

e  Ulbwdp s&U phpwhiwynnyt) W nuph2h phpwhuwdnpdwllu wywlwwnbu s6U Gnt)
e  dwpwunwd GU ywwnwupuwlb]

12.2. [GpE Q10.2 = 2,3,4] hluy-nn UGYp wngwlg nwpwdnd wd uywnunid £ tnwpwdt] Jhpwdnpwywl,
Yhuwdtpy, Jbny, hunhd ywd ubnwywu punyeh (nLuwuywpubp/unGuwuncptp:

e  Ulbwdp phpwhuwynnyt GU

e  Awlwynud GU JEYhU, ny phpwhuwdnnyt £

e Ulywlwuwnbu BU Gnb|, RE hUswtu E UGY nLph2p prhpwhuwynpynid

e  Uubwdp s6U phpwhuwdnpyt) W nuph2h phpwhuwdnpdwul wywlwuntu s6U Gnbg
e  dwpwunwd GU wywwnwupuwub]

12.3. [Grb Q10.3 = 2,3,4] hluy-np UEYp wngwlg uywnunwd £ $hghwywl ppunieynil Yhpwnb wudh ud wuéh
hwpwquwuwnutph Lwwndwdp:

e Uubwdp phpwhuwynnyt| GU

e Awlwsnd GU UGYhu, ny phpwhuwynnybi £

e UYwlwuwnbu GUJ Gnb), rE huswtu E JUGY nLph2p rhpwuwynpynwd

e  Uubwdp s6U phpwhuwdnpyt) W nuph2h phpwhuwydnpdwul wywlwunbu s6U Gnbi
e  dwpwunw GU wywwnwupuwlby

12.4. [5pL Q10.4 = 2,3,4] buy-nn UtYp hwnnpnwapnienLu £ ncnuipynwd Ywd hpwwwpwynwd Yuwnwpned®
LUwwuwnwy ntubuwiny hgtigut) wuhwwnh huptwquwhwwnwywup Ywd Juwu hwugub| hEnhuwyniejwun:

e Uubwdp phpwhuwynnyt| Gu

e Awlwynud GU UGYhU, ny phpwhuwdnnyt £

e Ulywlwwnbu BU Gnb|, pE hUswtu E UGY nLph2p phpwhuwynpynid

e  Ulbwdp s6U phpwhiwynnyt) W nuph2h phpwhuwydnpdwlu wywlwuntu s6U Gnty
e  Ndjwpwund GJ ywwnwuhuwUut

12.5. [Gpt Q10.5 = 2,3,4] hluy-nn UGYp gnnwiuncd £ wuhwwnh gununuwpwnp Wwd dnenp E gnpdnud Upw
wngwlug hwahyutin, huinbputwn uwnptp W wyu:

e Uubwdp phpwhuwynnyt| GU

e  Awlwsnid GU UGYhu, ny phpwhuwynnybi £

e UYwlwuwnbu BUJ Gnb), rE hUswtu E JGY nLph2p rhpwuwynpyned

e  UWubwdp s6U phpwhuwdnpyt) W nuph2h phpwhuwydnpdwul wywlwuntu s6U Gnbg

civitta




e  dwpwunwd GU ywwnwupuwlb]

12.6. [Gpb Q10.6 = 2,3,4] huy-np UEYp oginwgnpdned £ wyp wngwug hwahyubpp Ywd uinbndnud £ hwohy®
uGpywywlwiny wyn wuéh wuntuhg:

e  Ulbwdp phpwhuwynnyt GU

e  Awlwynud GU UEYhU, ny phpwhuwdnnyt £

e Ulywlwuwnbu BU Gnb, rE hUswtu E UGY nLph2p phpwhuwynpynid

e  Uubwdp s6U phpwhuwdnpyty W nuph2h phpwhuwydnpdwul wywlwuntu s6U Gnbg
e  dwpwunw GU wywwnwupuwub]

12.7. [6pE Q10.7 = 2,3,4] hluy-np JGYp wuhwunh hwugbhU wngwlug nunnnd £ uGpuhunwywl Yud wwnBinLpjwu
funup:

e Uubdwdp phpwhuwynnyt| GU

e  Auwlwsnd GU UGYhu, ny phpwhuwynnybi £

e UYwlwuwnbu BUJ Gnb, rE huswtu E JUGY nLph2p rhpwuwynpynad

e  Ulbwdp s&U phpwhiwynnyb) W nuph2h phpwhuwdnpdwllu wywuwuntu s6U Gnty
e  djwpwunwd GU wyuwwnwupuwlb]

12.8. [GpL Q10.8 = 2,3,4] huy-nn UGYp unLn inbnGynpynclltn £ wngwlg tnwpwénud wuhwunh dwuhu Wywd
qnwwnuncd pwl:

e  Ulbwdp phpwhuwynnyt GU

e  Awlwynud U JEYhU, ny phpwhuwdnnyt £

e Ulywlwwnbu GU Gnbl, pE hUswtu E UGY nuph2p phpwhuwynpynid

e  Uubdwdp s6U phpwhuwdnpyt) W nuph2h phpwhuwydnpdwul wywlwuntu s6U Gnbi
e dwpwunwd GU wywwnwupuwub]

12.9. [Grb Q10.9 = 2,3,4] bluy-np UGYp wuhwunh JwuhU wngwug wnwpwénud E hEnhuwywagnynn
nbnGUwwnynieinll («ule thhwn»):

e  Ulbwdp phpwhuwynnyt GUu

e  Awlwsnd GU UGYhu, ny phpwhuwynnybi £

e UYwlwuwnbu GUJ Gnb), rE huswtu E JUGY nLph2p rhpwuwynpynwd

e  Uubwdp s6U phpwhuwdnpyt) W nuph2h phpwhuwydnpdwul wywlwunbu s6U Gnbi
e  djwpwunw GU wywwnwupuwlby

12.10. [GpL Q10.10 = 2,3,4] hUy-np UGYp uwwnUwgnn bwdwyubp £ nunupyncd, pwdpwuwlpltn £ wngwlg
nwnwdned, ywpptGpwpwn hGnnwd £ wudh hunGpubuwhu gnpdniutnueyuiup (Ynpyuynn yuppwaghd)' Juwn
Uwwuwnwyutp hGunwwunbiny:

e UWubdwdp phpwhuwynnyt| GU

e  Awlwsnid GU UGYhu, ny phpwhuwynnybi £

e UYwlwuwbu GUJ Gnb), G huswtu E JUGY nLph2p rhpwuwynpynad

e  Uubwdp s6U phpwhuwdnpyty b nuph2h phpwhuwdnpdwul wywlwwnbu s6U Gnbg
e  djwpwunwd GU wyuwwnwupuwlb]

civitta




12.11. [Gpt Q10.11 = 2,3,4] hluy-np UGYp ogunwgnpsned £ hwdwgwlgp® wwhwugbiny gnudwn, ubpuniw) punweh
gnpdnnnLeynLtlltp Ywd hunpd inLuwuyunutp/nbuwlnetn’® wudlwywl inbntynigyniultp Ywd nlubgws hunhd
(nLuwlywpuBpp/nGuwuntnp shnwwwpwyGine nhdwg:

e Uubwdp phpwhuwynnyt| G

e  Awlwynud GU JGYhU, ny phpwhuwdnnyb £

e Ulywlwuwnbu BU Gnb, rE huswtu E UGY nLph2p phpwhuwynpynid

e  Ulbwdp s&U phpwhiwynnyt) W nuph2h phpwhuwdnpdwllu wywlwwntu s6U Gnt)

e  dwpwunw GU ywwnwupuwlub]

12.12. [GpbL Q10.12 = 2,3,4] buy-np UGYp oginwgnndnud £ hwdwlwpgswihU pwagnbp Ywd wy Uhgngubp
(proowyhU hwyblJwdubp, Ywyptbn) wush ntupp UGY w)p wlubh (nLuwuywpnid/inGuwlnienid tinGnwnptinc
Uwwwnwyndy;

e  Ulbwdp phpwhuwynnyt GU

e  Awlwynud U JEYhU, ny phpwhuwdnnyt £

e Ulywlwuwbu BU Gk, rE huswtu E UGY nLph2p prhpwhuwynpynid

e  Uubwdp s6U phpwhuwdnpyt) W nuph2h phpwhiwydnpdwul wywlwuntu s6U Gnbg

e dwpwunwd GU wywwnwupuwub]

13. Jdbpghu 1 nwnyw pupwgpnid n’n wngwlg hwppwyutpnud tp wnwyb) hwdwu pwhudb) W/ywd
wywlwuwnbu bnt) yeplnwd pywnyyws Junppwastnhu: Luwnnby pninn Yhpwnbih tvnwppbGnwyubnn

e  Unghwjwywu gwlgtp (Facebook, Instagram, TikTok, Twitter, LinkedIn L wyju)

e  Lnruwlywnputp/nGuwuniptn hpwwwpwynn hwppwyubp (YouTube, Pinterest W wyju)

e  Pnqutp (News.am, Myinfo.am W wj[l)

e Swnnpnwagnpnipintultnh hwdwp hwyGywsdubp (Messenger, WhatsApp, Viber, Telegram W wyju)
e SuwlnpnipynLlubph hwyGywsutn (Tinder, Barev W wju)

e ElGYunpnUwjhu thnuwn

e U, L2k

e dwpwunwd GU wywwnwupuwub]

14. [Gpt Q12.X=1] Ybpghu 1 tnwnpyw pupwgpenid nppw’U hwiwhu E wudwup 26np Uywwndwdp npultnpyt) udwl
Jwnpwaght: Cunnty dtly wuwwnwupuwl

e Swqyunbu

e bppbJu
e Swdbwfu
e Uupunhwun

e  djwpwunwd GU wuwwnwupuwub]

15. [GrE Q12.X=1] uunpntd Gup UL ytpghu 1 tnwnpyw pupwgpnud Q6p hwunbw UJwu Juwppwaghd npullnnuwd

wléh ubnp:
e Upwywu
e hqulwu

civitta




Gnynwul £y

16. [bprt Q12.X=1] Gpp MnLp wudwdp pwhuyt) tp UJwl uppwash htwn, huswhuh” hwpwpbpnipnlultp tp
nLutgt| wju wubh htwn, ny phpwhuwdnnt| £ QGq: Cuwnnb; pninp Yhnwnbih inwpptnwlubnp

Uué, nud Gu dwuwsnud GU wudwdp
Uué, nud Gu dwuwsnud BU wngwilg
hué wudwunpe wua

Ulwuntu ogunwwntintin

Uj, huunpnud Gup L2t
Spwdwnyned GU ywwnwupuwlb)

17. [6pb Q12.X=1] Npn"Up tu tint| wdtELwwagntghy htwnlwuputpp, Grb wjinwhuhp Ywu, npnUp wnwewgk) tu
Qtp hwunbw Jennujw yuwppwadtph npulnpdwl wpryniupnid: Cluwnnty pninn Yhpnwnbih tnwppbpwlutnn

NplE hpwwwpwynod wubintg wnwy Gpydwnnud GU

Lywqbtgnt) GU hd wngwlg wywnhynieintup

Upgbwithwyb) GU ynunwyinubp/wubdwlg

Uwntindt| 6J Unp, thwy ogunnwhw2hd/wpndhi

Qwnwnt| G ogunwgnpdt| inyjw wngwlg hwppwyp

dnhub GU wusbwywu hGnwhunuwhwdwnu

Jwnpwadh dwuhU wnbntywgnty/pnnnpt| 6J wngwlg hwppwyhu
Jwppwadh dwuhUu wnbntlYwgntypnnnpt| 6U hpwdwwwh dwpuhuubphu
Gu hué ny wwywhny GU qquigt

CUwnwUuhpu hpBu ny wwwhny £ qqugt

3AngGlywl wnnngnipjwlu Yuwu E hwugyt|

Ny wngwlg/dhghlwlwl yuwu E hwugdt)

NLubgL| U bJwuwnwgdwd hubind/wdnph qqugnid

Unnpgnt| 6U ywd unhwdwd GU Bnb| thnfubp w2fuwwnwupu
Uusbwywl hwpwpGpnipjntlutphu yuwu £ wywwndwnyby

UL, L2ty

Addwpwunid GJ ywunwupuwlby

18. Nppwun’y tip hwdwaéwju hGwnljw| wunnwdubph hbwn: 3ncpwpwtiynin hwpgh hwdwp plnpt; Jey

wwwnwupuwl:

18.1
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Gu qgnrpwdnp GU wngwug hpuwwwpwyncdubphu hwpgnod® JwhuGuwiny phpwhuwynpytinig:
Fwgwnsdwywwtu hwdwébwju s&d
UytGih 2wuwn hwdwawjl s6u
UytGih 2w hwdwawju GJ
LhnyhU hwdwéwju GJ
AdJwpwund GU ywwnwupuwlb]




18.2 Swdwgwugl hud hwdwp wwwhny Jwyn E hd wndhpubpu nL qunwithwpubpp Yhubine hwdwp:

e Lwgwpbwlywluwtu hwdwéwju s&U
e UdGih 2w hwdwédwju s&U

e Udtih 2w hwdwébwju GU

e LhndhUu hwdwéwju GU

e  djwpwunw GU wyuwwnwuhuwub]

18.3 Unghwjwywu utnhw hwppwyutnp wbwp £ wybh hGinlnnuywl hubl® wunpunwnUwiny wnegwlg

pwgwuwpwn phpwhwynpywd wuwlg:

Pwgwnpéwywuwtu hwdwawju s6U

Udtih 2w hwdwawiju stu

Udtih 2wuwn hwdwawju GU
LhndhU hwdwéwiju GJ
Addwpwunid GU ywunwupuwlby

18.4 Ywlw)p wyth hwiwfu GU nwnunLd wngwug nunuagneiNLtlutph rhpwiu, pwl tinwdwnnhy:
. Pwgwnséwywlwtu hwdwawju s&U

UyGih 2wun hwdwawiju sGu

Udtih 2wwn hwdwawju GU

LhndhU hwdwéawiju GJ

Addwpwunid U ywunwupuwlbg

18.5 Mbwnp E wybih 2wwn pwybp dnLwpydEu® juwlwlg wngwlg pwgwuwywl phpwhuwynpnidhg ww2unwwubine

hwdwp:

° Pwgwnpéwywuwtu hwdwawju s6d
° Udtih 2wuwn hwdwawju s6u

. UyGih 2uuwn hwdwéwju GJ

° LhnyhUu hwdwéwju 6d

. Addwpwunid GJ ywunwupuwlby

18.6 Ungwlg prhpwhuwynpywsd |hubne nbwpnid® npwu ybpg nubine Ywd oqunieinitl unnwuwine hwdwn Julwlg

huwpwynpnipejnLultpp uwhdwlwthwy Bu:
o Pwgwnéwlywlwtu hwdwawju s&u

o UytGih 2wuwn hwdwawjl s6u

o UytGih 2w hwdwawju GJ

° LhndhU hwdwéwiju GJ

° AYdjwpwunwd GU ywwnwupuwub]

18.7 hus wuhwUuquunwgunid E nLph2utph Ynnuhg wngwug pwgwuwywl Juwnpwash npulcnpndl, npu ndup hd

hnwywl Ywlph ypw wanbgnpjncu:
° Fwgwnséwywluwtu hwdwawju s&U
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. UyGih 2wuwn hwdwawyju s6u

. UyGih 2w hwdwawju GU

o LhndhU hwdwawiju GJ

o Addwpwunid U ywunwupuwlbg

18.8 Ywlw)p hwbwiu wuntnuwy Gu, np LJwl pwgwuwywl wngwug Jwnpwaghdtphu wnbsybine nGwpncd ywnnn
GU oqunLpjwl nhut:

o Pwgwnpéwywuwtu hwdwawju s6U
o Udtih 2w hwdwawiju stu

o Udtih 2wuwn hwdwawju GJ

. LhnyhU hwdwéwju 6d

. Addwpwunid GU ywunwupuwlby

18.9 Ywlwp hwdwytnpwyt GU hwdwgwugnid pwgwuwywl phpwiu nwnbwint hGwn, pwuh np nw JwuqubgutGinc
hwdwnp pwytn s6U dGnuwpyyned:

. Pwgwnséwywlwtu hwdwawju s&u
. UyGih 2wun hwdwawiju sGu

. UyGih 2wuwn hwdwaéwju GJ

o LhndhU hwdwéawiju GJ

. Addwpwunid U ywunwupuwlbg

18.10 Sbnywy GU, pL npwintn wpnn U wwwhny Yepwny qtynigt) juwlwug Ujwndwdp puwgwuwlwl wngwlg
Jwppwahsh Jwuhl, Gpp wudwdp pwhuybd Yud wywlwwnBu |huGd npw:

° Pwgwnpéwywuwtu hwdwawju s6d
° Udtih 2wuwn hwdwawju s6u

° Udtih 2wuwn hwdwawju GU

. LhnyhU hwdwéwiju GJ

. Addwpwunid GJ ywunwupuwlby

18.11 3wdwgwugp Ywnnn £ nnGnElwwnynipjut W wpwygnipjwl ogunwywn wnpjncp |hubp wju uwuwlg hwdwn,
nyptinp wnusyncd BU wju inGuwyh pwgwuwywu wngwlg ywnpwasdtphu:

° Pwgwnpéwywuwtu hwdwawju s6d
. UyGih 2uun hwdwawiju s6u
o UytGih 2w hwdwawju GJ
. LhndhU hwdwawiju GJ
e  Ndjwpwunwd U ywwnwuhuwUut

19. PUy hunphnipn Yuwhp d6q Udwl w) juwlwlg wngwlg phpwhiwynpnudhg yw2wnwwuybine hwdwn:
Cuwnpty pninp Yphpwntih nmwppGpwyutnp:

e Qbtp wnpndhp/nbntywwnynipeintup gununuh wwht'p
e  Uh hpwwwnpwytp wnGntywwynipnlt Q6p gunudGint Jwiph yepwetpjw
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e  Uh npwdwnntp Q6p hEnwhuinuwhwdwpp Yud wyp ynunwywnubn ny Juinwhbih wuéwug

e 5pb hUy-np UGYp Q6q wuhwuguwnwgunwd £, wudhpwwbu qtynLgt’p wyn Jwuhu

e Ungwlg wnnhpnypnd/Q6n 2npwwwinnid ywndb'p Q6q prhpwhuwdnpwd wudh W Upw Juwppwadh dwuhlu
e Ulhpwdtawnipjwu nEwpnid nhut'p hwdwwwwnwufuwl Jwpdhuubph, ndptp Yuwunwwubu 26q

e Muwhwwlub'p Atq phpwhiwynpwsé wudhg unwgws bwdwyutnp, (NLUWUlwpubpp, wGuwunLetnp,
Ywwwnwd gnwnenidubpp® npwbu wwwgnug

o L,y
e  dwpwunwd GU ywwnwupuwlby

abtnuwnpywwnhpwlywlu gnpénLutnceniLu
Gt Q6=1/2

20. Nppw’U hwtwhu bp ogunwgnndnid hwdwguwugp Q6n phqubu gnpdnLubnujwu hbn Yuwdws: Cluwnpby Gy
wwwnwupuwl

e  Opwywu J&Yy wugqwud

e  Opwywu uh pwuh wugqwu

e Cuwpwpp Jh pwuh wugwu

e Cwpwpp UGy wuqud

e  Udhup uh pwuh wugwd

e  Udhup UGy wlugwd Ywd wytih phy [wdwnunbp hwngnudp]
e  NdJwpwlnid BU ywuinwuhuwlb) [wdwpunt) hwpgnedp]

21. Qtp phqutu gnpénLubnLeywl hbn Yuwyws Gpplk pwhudt’| Gp Yhpbphwpéwydwu ywd wngwlg
nunudgnipintllinh nplk dlh: Clwnpby UGl wwinwupuw

e Un
° Ny

22. [5pb Q24=w)n] huywbt'u tp wpédwqwupt| YhpGphwpawydwlp Ywd wngwlg nuinuagnuyntuubphu: Lluwnnp;
pninp yhpwnbih tnwppGpwllbnp

e  Ulwbutgh wju

e 2bynigtigh nyjw) hwppwyhl/Ywiphl

e Upgbwithwytgh «hwugwagnpdhu/uGphu»

e Thutgh puybputphu/ putnwuhphu

e "Thutgh hpwjwwwh JwpdhuutGphu

e  Unghwjwlywu gwugbpniu thnfutigh gunuuhncpjwU inuwijutpp (qununuwpwn W wjl)
e UGy

23.91p Gpplk wnguwilg unwighb’ Gp - whwi§, ny Wwunwé hwnnpnwagpnueinllubp Ywd dGyuwpwuniendultn
hwéwhunpnutphg Ywd phqutu gnpspuytnpubphg: Cuwnpt; UGy wwwnwupiwl

e Un
° ﬂk

24.5pE wyn, huywt'u Gp Jwpyt] wyn hwnnpnwagpnueynilubpp ud dsluwpwuncpynilubpp unwtwinig hbun:
Clwnnby prinp Yhpwnbih inwppbpwyltpp
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e Ulwbub) GU npwlp

e Nunhn wpéwagqwupt| GU* wunpwnwrUwny fuunphu

e Upgbwihwyt) GU nLnwpynnhu

e Uhownbwh JwuhU hwjwnut) GU hwdwwwunwupuwl dwpdhuubphu Ywd hwprwyubppu
e  bhpwjwywl pupwgp U ndt| uhpwntwhu

e U, Loty

25.Nppwun’y £ Qbq wuhwugquwnwgunid inGhulininghwutph Uhgngny Yhpwnynn gbuntpwihl pruncpjw
wgnbgnieintlp Q6p phqubu gnpdnLuGnLejwU Unw: Lluwinpby bl wuwinwupuwl

e Pwguwnbdwywwtu sh wuhwuquunwgunid
e Uh thnpp wuhwuquunwgunid £

e Ny wuhwlquuwguntd E, ny £| hwywnwyp
e UlhwUguuwgunwd £

e Quwihwqwlg wuhwlguunwgunwd £

26.huy Gp Ywpsnd, inGhulninghwywl hwppwyutpp W unghwjwywu Jtnhw gwugbpp pwywpwp gwupkn
gnpdwnpn’wd U Yhu dbnubptgutph Lywwndwdp gtuntpwihu pRuncpywl juwlhuwpgbidwu W npw nbu
wwjpwnbinL hwdwn: Lunpby Gl wwwnwupuwl
e Un
° ﬂz

e dwpwunwd GU wywwnwupuwub]

27.5pplLE wngwlg hwppwyutpnd wnlsyt’| Gp pwgwuwlwl Ywpdhputph, YEnd dtnwnpwupubph, npnup
Lwywwnwlwninywé Bu Gnbp aGnp phqubuph hwdpwyhu Juwubinlu: Luwnpt; J6y wwiwnwupuwl

e Un
. Ny

28. huywb’u bp Junyb bWdwlwuwnhw Yupdhputn W dGnwinpwuplubp unwluwinig hGuinn: Cuwnpty pninp Yhpwnbih
wtnwppbpwlubnp

e Upbéwquwupt| U hpnwwwnpwywjunptu
e LYwuluyb 6U hwppwyh/Ywiph htwnn* Yend Uenwnpwlpubpp yhdwnytine hwdwn

e  UGUwpnuwgt) GJ Ujntu hwdwhunpnubphg npwlwl Yupdhputnh 2wwnwgdwu dpw'® nphwywup W
pwgwuwywup hwjwuwpwy2ntint hwdwnp

e ®uwnnb| GU hpwywpwlwywl funphpnwunydnipinil/ogunteiniu
e Lbpnnt) GU hEnhuwynLpjwu wngwlug Ywnwdwnpdwl Uunp nwgdwywnpninlu
e U oty

29. D2qgn'ud bip, np Yhu adknubtintg |hubp Qtg wydkih lungbih £ nuipduncd wngwlg nuinbagnipyntlubph Ywd
hunpwywuncpjwlu hwpgned hwdbdwwnws innwdwpn éGnubptgubph hGwn:Luwnpb UGl wwwnwupuwl

e Un
. Ny
e  djwpwunwd GU wywwnwupuwlb]
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30.

Nppwlun’y BU wagnnud gbunGpwihtu Yupspwwunhwbpp W ynnduwywinipyntup wnkhuuninghwutph dhgngny yhu

4dbnutptgutph Uywwudwdp gGuntpwihu pruniejwu wnwewgdwl ynw: lvunpnud Gup Yhuyb d6n dinptpnd:

31.

Phqutu gnpdnLuGnLRjwU hbn Yuwdwd nbhuuninghwutph hpngny hpwywugdnn gGunGpwjhl pruncejwu

htwn wnUydtint nbwpencd, Gpplt funypunnuinlbp nlubgh’| Bp ogunLeynil utnwliwint htwn Yuwywd: luunpnud Bup
Uhuyty &6n thnpany:

32.

Gnplk G| Gp Q6" npwtu Yhu dbnubptgh, Lywundwdp wngwlg nuuagnLyntuubph ywd gtuntpwihu

pnunLpjwU ntwptph JwuhU' hGulnwguwynd yptdhuunpnipjwu Ywd phpwhuwynpdwéd |hubine uwhuh wwwnéwnny:

LClwnnty UGy wuwwnwupuwl
e Un
° ﬂz
33. bpb wn, wwyw n"p gnpénuubp BU Lwywuwnb] wngwlg nunuagnLpentlltph Ywd pruniejwl dwuhl nbinc abp

npnadwiup: Cuwnnb; pninn Uhnwnbih tnwpptpwlutnp

34.

hd gnpéwnwp hwdpwdp hGunwagquwjnid Juwubine yGpwptpjw) dtnwhngniejntuubpp

Pwpapwéwjubint hGwnlwupny hpwywywu wwwnwupuwlwwnynepjwl GupwnyyGint ywhup

Luwu hwpgtpny gpwnynn thwagnp Ywnnygubph w2uwwnwuph hwunby Junnwhnipjwl pwgwlw)jniLpjntup
3wlguwgnpah® Untidfulinhn hubint Ywtup

fuunhputpu (NLSGINL hwpgnid wpwygnipinil snituuwint gqugnidp

|, L2ty

Uwnnpl. Updwd dhpwlwyptiphg n’nu £ wnwybp hwdwwwwnwuhuwlnwd 26p puinwlblwl hwdwhiwnu

GUwUwinh swihhU: Cuwnpby &l wwwnwupawl

35.

36.
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Uhusle 99 999 33 npwd

100 000-249 999 33 npwd

250 000-499 999 33 npwd

500 000-999 999 33 npwd

1 000 000-2 499 999 33 npwd
2500 000 W wytih 33 npwy
Addwpwunid GU ywunwupuwlbg

Spwdwnynd GU ywwnwupuwlby

Lwuh” hngh w Q6p punwuhpnid (Uepwnjw 26q):

N’pu £ Q& unwgwsd (wjwnuwd) Ypenipjwl wdtbwpwpap Jwlwpnuwyp: Luwnpt; J6ly wwwnwupuwl
Pwpaépwagnyu wd hGnpnchwywl

UhghU Jwulwghunwywu

Lwhitwywl Jwulwghnwywu

Uhouwywng/wywaq nwnng (1-12 nwuwpwuutn)

NplE Yppwywl wumhdwuncd pungpyywsd sbd Gnbg

Ipwdwnynid GU ywunwupuwlby
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37. Lob'p @btp punnwublywu Ywpquyhtwlyp: Llwnnt; 6l wwwnwupuwl

SURVEY QUESTIONNAIRE (ENGLISH TRANSLATION)

Demographic & screening questions

Ararat

Lori
Tavush
Shirak
Syunik

Kotayk

® 6 o o o o o o oo o o |

e o 0 WN

° &

Male
Female

19-24
25-34
35-44
45 -54
55-64

.......SJ'I

Retired

........'G)

........'\I

Other

Armavir
Aragatsotn

Vayots Dzor

Gegharkunik
Yerevan

65 and older

In which marz do you live? Select one.

Which of the follow
ing best describes the community in which you live? Select one.

In a city/urban area
In a rural area
Difficult to answer

What is your gender?

Which age group do you belong to?
Younger than 18

What is your current employment status? Select one.

Full-time employee

Part-time employee

Self-employed

Not employed, seeking opportunities currentlyl 000 000-2 500 000

Student (unemployed)
Not working by choice (homemaker, etc.)
Refuse to answer

Which of the following categories best describes your current occupation? Select one.
Entrepreneur (self-employed)

Company manager

Head of Department (middle level)

Field specialist/expert

Artisan/Craftsperson

Service and factory worker

Refuse to answer

6.1 If other, please specify.
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Internet and devices usage, IF Q6 = 3,4,5,6,7,8

......_d)

©

How often do you use the Internet? Select one.
Several times a day

Once a day

Several times a week

Once a week

Several times a month

Once a month or less [TERMINATE]

How often do you use the Internet to access social media or social networking platforms (e.g., web applications,
social networks, dating apps, etc.)?

Several times a day

Once a day

Several times a week

Once a week

Several times a month

Once a month or less [TERMINATE]

. Where do you most often use the Internet?

At home

At the home of a friend or family member
At university

At work

Cafes, coworking spaces

Public Wi-Fi network

Other

Measurement questions

10.

1

e o o 0o o O

To what extent are you aware of the following behaviors being used to target women online?

. Someone sharing or threatening to share private information about an individual online (Doxing).

Not at all aware
Slightly aware
Moderately aware
Very aware
Difficult to answer

10.2. Someone sharing or threatening to share offensive or sexually explicit images/videos of an individual online
(Image-based
abuse).

Not aware at all
Slightly aware
Moderately aware
Very aware
Difficult to answer

10.3. Someone threatening physical violence online against an individual or their relatives (Cybermob).

Not aware at all

Slightly aware

Moderately aware

Very aware

Don’t know/Difficult to answer

10.4. Someone sending or posting messages to undermine an individual’s self-esteem or reputation (Cyberbullying).
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Slightly aware
Moderately aware
Very aware
Difficult to answer

10.5. Someone stealing an individual's password and/ or accessing their online accounts, Internet devices, etc
(Online
impersonation).
e Not aware at all
Slightly aware
Moderately aware
Very aware
Difficult to answer

10.6. Someone using an individual's online accounts or creating an account using their identity (Online
impersonation).
e Notaware at all
Slightly aware
Moderately aware
Very aware
Difficult to answer

10.7. Someone, using sexist or hateful language toward an individual online (Online harassment).
e Notaware at all

Slightly aware

Moderately aware

Very aware

Difficult to answer

10.8. Someone spreading false information about an individual and/or defaming them online (Cyberbullying).
e Not aware at all

Slightly aware

Moderately aware

Very aware

Difficult to answer

10.9. Someone creating a large-scale negative campaign about an individual online (Cybermob)
e Not aware at all

Slightly aware

Moderately aware

Very aware

Difficult to answer

10.10. Someone sending threatening emails, spreading rumors online, identity theft, or tracking an individual’s
internet activity
(repeated behaviors) (Cyberstalking).
e Notaware at all
Slightly aware
Moderately aware
Very aware
Difficult to answer

10.11. Someone using electronic means demanding money, sexual acts, or additional explicit images in exchange
for not
exposing intimate images or private information. (Sextortion).

e Not aware at all
Slightly aware
Moderately aware
Very aware
Difficult to answer
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10.12. Someone using editing software or other tools to place one person's face onto another's body or other similar
actions
(Shallowfake).
e Notaware at all
Slightly aware
Moderately aware
Very aware
Difficult to answer

11. How often do you believe women are targeted online through the following behaviors?

11.1. [If Q10.1 = slightly aware, moderately aware or very aware] Someone sharing or threatening to share private
information
about an individual online (Doxxing).

e Not at all often
Not very often
Somewhat often
Very often
Difficult to answer

11.2. [If Q10.2 = slightly aware, moderately aware or very aware] Someone sharing or threatening to share offensive

or sexually
explicit images/videos of an individual online (Image-based abuse).

e Not at all often
Not very often
Somewhat often
Very often
Difficult to answer

11.3. [If Q10.3 = slightly aware, moderately aware or very aware] Someone threatening physical violence online
against an
individual or their relatives (Cybermob).

e Not at all often
Not very often
Somewhat often
Very often
Difficult to answer

11.4. [If Q10.4 = slightly aware, moderately aware or very aware] Someone sending or posting messages to
undermine an
individual’s self-esteem or Reputation (Cyberbullying).

e Not at all often
Not very often
Somewhat often
Very often
Difficult to answer

11.5. [If Q10.5 = slightly aware, moderately aware or very aware] Someone stealing an individual’s password and/

or accessing
their online accounts, Internet devices, etc. (Online impersonation).

e Not at all often
Not very often
Somewhat often
Very often
Difficult to answer

11.6. [If Q10.6 = slightly aware, moderately aware or very aware] Someone using an individual’s online accounts or
creating an
account using their identity (Online impersonation).

e Not at all often
e Not very often
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e Somewhat often
e Very often
e Difficult to answer

11.7. [If Q10.7 = slightly aware, moderately aware or very aware] Someone, using sexist or hateful language toward
an
individual online (Online harassment).

e Not at all often
Not very often
Somewhat often
Very often
Difficult to answer

11.8. [If Q10.8 = slightly aware, moderately aware or very aware] Someone spreading false information about an
individual
and/or defaming them online (Cyberbullying).
e Not at all often
Not very often
Somewhat often
Very often
Difficult to answer

11.9. [If Q10.9 = slightly aware, moderately aware or very aware] Someone creating a negative campaign about an
individual
online (Cybermob).
e Not at all often
Not very often
Somewhat often
Very often
Difficult to answer

11.10. [If Q10.10 = slightly aware, moderately aware or very aware] Someone sending threatening emails, spreading
rumors
online, identity theft, or tracking an individual’s internet activity (repeated behaviors) (Cyberstalking).

e Not at all often
Not very often
Somewhat often
Very often
Difficult to answer

11.11. [If Q10.11 = slightly aware, moderately aware or very aware] Someone using electronic means demanding
money, sexual
acts, or additional explicit images in exchange for not exposing intimate images or private information. (Sextortion).

e Not at all often
Not very often
Somewhat often
Very often
Difficult to answer

11.12. [If Q10.12 = slightly aware, moderately aware or very aware] Someone using editing software or other tools
to place
one person's face onto another's body or other similar actions (Shallow fake).

e Not at all often
Not very often
Somewhat often
Very often
Difficult to answer

12. In the last 12 months, to what extent have you personally experienced and/or witnessed the following
behaviours used to target women online?
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12.1. [If Q10.1 = slightly aware, moderately aware or very aware] Someone sharing or threatening to share private
information
about an individual online (Doxing).
e Have personally experienced it
Know someone who was targeted
Have witnessed it happening to someone else
Have neither experienced nor withessed it happening to someone else
Difficult to answer

12.2. [If Q10.2 = slightly aware, moderately aware or very aware] Someone sharing or threatening to share offensive
or sexually
explicit images/videos of an individual online (Image-based abuse).
e Have personally experienced it
Know someone who was targeted
Have witnessed it happening to someone else
Have neither experienced nor witnessed it happening to someone else
Difficult to answer

12.3. [If Q10.3 = slightly aware, moderately aware or very aware] Someone threatening physical violence online
against an
individual or their relatives (Cybermob).

e Have personally experienced it

Know someone who was targeted

Have witnessed it happening to someone else

Have neither experienced nor witnessed it happening to someone else
Difficult to answer

12.4. [If Q10.4 = slightly aware, moderately aware or very aware] Someone sending or posting messages to
undermine an
individual's self-esteem or reputation (Cyberbullying).

e Have personally experienced it

Know someone who was targeted

Have witnessed it happening to someone else

Have neither experienced nor witnessed it happening to someone else
Difficult to answer

12.5. [If Q10.5 = slightly aware, moderately aware or very aware] Someone stealing an individual’s password and/
or accessing
their online accounts, Internet devices, etc. (Online impersonation).
e Have personally experienced it
Know someone who was targeted
Have witnessed it happening to someone else
Have neither experienced nor witnessed it happening to someone else
Difficult to answer

12.6. [If Q10.6 = slightly aware, moderately aware or very aware] Someone using an individual’s online accounts, or
creating
an account using their identity (Online impersonation).

e Have personally experienced it

Know someone who was targeted

Have witnessed it happening to someone else

Have neither experienced nor witnessed it happening to someone else
Difficult to answer

12.7. [If Q10.7 = slightly aware, moderately aware or very aware] Someone, using sexist or hateful language toward
an

individual online (Online harassment).

e Have personally experienced it

e Know someone who was targeted

e Have witnessed it happening to someone else

e Have neither experienced nor witnessed it happening to someone else
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Difficult to answer

12.8. [If Q10.8 = slightly aware, moderately aware or very aware] Someone spreading false information about an
individual
and/or defaming them online (Cyberbullying).

Have personally experienced it

Know someone who was targeted

Have witnessed it happening to someone else

Have neither experienced nor withessed it happening to someone else
Difficult to answer

12.9. [If Q10.9 = slightly aware, moderately aware or very aware] Someone creating a negative campaign about an
individual
online (Cybermob).

Have personally experienced it

Know someone who was targeted

Have witnessed it happening to someone else

Have neither experienced nor witnessed it happening to someone else
Difficult to answer

12.10. [If Q10.10 = slightly aware, moderately aware or very aware] Someone sending threatening emails, spreading

rumors

online, identity theft, or tracking an individual’s internet activity (repeated behaviors) (Cyberstalking).

Have personally experienced it

Know someone who was targeted

Have witnessed it happening to someone else

Have neither experienced nor witnessed it happening to someone else
Difficult to answer

12.11. [If Q10.11 = slightly aware, moderately aware or very aware] Someone using electronic means demanding
money, sexual
acts, or additional explicit images in exchange for not exposing intimate images or private information. (Sextortion).

Have personally experienced it

Know someone who was targeted

Have witnessed it happening to someone else

Have neither experienced nor witnessed it happening to someone else
Difficult to answer

12.12. [If Q10.12 = slightly aware, moderately aware or very aware] Someone using editing software or other tools

to place

one person's face onto another's body or other similar actions (Shallowfake).

13.

Have personally experienced it

Know someone who was targeted

Have witnessed it happening to someone else

Have neither experienced nor witnessed it happening to someone else
Difficult to answer

In the last 12 months, on what types of online platforms did you most often experience and/or see these kinds

of behaviours being used to target women? Select all that apply.

14.

Social networks (Facebook, Instagram, TikTok, Twitter, LinkedIn, etc.)
Photo/Video sharing (YouTube, Pinterest etc.)

Blogging/Community (News.am, Myinfo.am, etc.)

Messaging services (Messenger, WhatsApp, Viber, Telegram, etc.)
Dating apps (Tinder, Berev, etc.)

Email

Other (please specify)

Difficult to answer

[If Q12.X=personally experienced] Thinking of the last 12 months, how often did you personally experience these

kinds of behaviours (above mentioned)?
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Sometimes

Often

Always

Difficult to answer

[If Q12.X=personally experienced] Please indicate the gender of the individual(s) targeting you.
Male

Female

Both male and female

[If Q12.X=personally experienced] When you have personally experienced these kinds of behaviours, what kind

of relationship did you have with the person or people targeting you? Select all that apply.

16.1.

17.

Someone or people that | know from offline
Someone or people that | know from online
Someone or people previously unknown to me
Anonymous user(s)

Other, please specify

Refuse to answer

If other, provide your own answer.

[If Q12.X=personally experienced] What were the most significant impacts, if any, resulting from your

experience(s) with these behaviours? Select all that apply.

17.1.

18.

Thought twice about posting again

Reduced my online presence

Blocked contacts

Created a new/private profile

Stopped using that online platform

Changed my mobile number

Reported the behaviour to the online platform
Reported the behaviour to an offline protective agency
Felt unsafe

Family felt unsafe

Experienced mental health or emotional harm
Experienced offline physical harm

Felt humiliated/embarrassed

Lost or had to change my job

Caused harm to a personal relationship
Other (please specify)

Difficult to answer/Refuse to answer

If other, provide your own answer.

To what extent do you agree or disagree with the following statements? Select one for each row.

18.11 am more cautious about what | post online out of fear of being targeted.

Strongly disagree
Somewhat disagree
Somewhat agree
Strongly agree
Difficult to answer

18.2The Internet is a safe place for me to share my opinions and ideas.

Strongly disagree
Somewhat disagree
Somewhat agree
Strongly agree
Difficult to answer

18.3 Social media platforms should do more to address women being negatively targeted online.
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Strongly disagree
Somewhat disagree
Somewhat agree
Strongly agree
Difficult to answer

18.4 Women are more often targets of cyber harassment than men.
e  Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

Difficult to answer

18.5 More needs to be done to protect women from being negatively targeted online.
e  Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

Difficult to answer

18.6 There is little women can do once they are targeted online to get help or to put a stop to it.
e  Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

Difficult to answer

18.7 1 worry about negative online behaviour from others impacting my real life.
e  Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

Difficult to answer

18.8 Women often don’t know that these negative online behaviours are reportable.
e  Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

Difficult to answer.

99

18.9 Women have become accustomed to being negatively targeted online, because nothing is done to stop it.

e  Strongly disagree
Somewhat disagree
Somewhat agree
Strongly agree
Difficult to answer.

18.10 | know where | can safely report negative online behavior targeting women when | experience or observe it.

e  Strongly disagree
Somewhat disagree
Somewhat agree
Strongly agree
Difficult to answer.

18.11 The Internet can be a helpful source of information and support for women dealing with these kinds of negative

online
behaviours.

e  Strongly disagree
e Somewhat disagree




19.

Research on Technology-Facilitated Gender-Based Violence (TFGBV) in Armenia
Annexes 100

Somewhat agree

Strongly agree

Difficult to answer.

What guidance would you give to other women like yourself about how to protect themselves against being

negatively targeted online? Select all that apply.

Keep your profile/information private

Don’t post information that allows someone to locate you

Don’t give out your phone number or email address

Immediately report someone who makes you feel uncomfortable

Tell others within your network(s) about the person targeting you and their behaviour
Seek help from an offline protection agency, if needed

Keep records of the targeting, like messages, images, etc.

Other

Difficult to answer

19.1. If other, provide your own answer.

[TFGBV in Business]
IF Q6=Manager, Entrepreneur

20.

21

How frequently do you use the Internet for your business-related activities? Select one.
Several times a day

Once a day

Several times a week

Once a week

Several times a month [TERMINATE]

Once a month or less [TERMINATE]

Have you ever faced any form of cyberbullying or online harassment in relation to your entrepreneurial activities?

Please select one.

22.

22.1.

Yes
No

[If Q21=yes] How did you respond to cyberbullying or online harassment? Please select all that apply.
Ignored it

Reported it to the platform or website

Blocked the perpetrator(s)

Sought support from friends or family

Sought legal assistance

Changed privacy settings on social media accounts

Other

If other, provide your own answer.

23. Have you ever received unsolicited or inappropriate messages or comments from clients, customers, or business
partners online? Please select one.

e Yes

e No
24. |If yes, how did you handle these unsolicited or inappropriate messages or comments? Please select all that
apply.

e Ignored them

e Responded directly to address the issue

e Blocked the sender

e Reported the incident to relevant authorities or platforms

e Took legal action

e  Other
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24.1. If other, provide your own answer.

25. How concerned are you about the potential impact of technology-facilitated gender-based violence on your
entrepreneurial activities? Select one.
e Not concerned at all
Slightly concerned
Moderately concerned
Very concerned
Extremely concerned

26. Do you believe that technology platforms and social media companies are doing enough to prevent and address
gender-based violence targeting women entrepreneurs? Select one.

e Yes
e No
e Unsure

27. Have you ever experienced any instances of online sabotage, such as negative reviews or false allegations,
specifically aimed at damaging your business reputation? Please select one.

e Yes
e No

28. Ifyes, how did you address these instances of online sabotage? Please select all that apply.
Gave a public response

Contacted the platform or website to dispute the false claims

Engaged with satisfied customers to counterbalance the negative feedback

Sought legal advice or assistance

Implemented new strategies for reputation management online

Other

28.1. If other, provide your own answer.

29. Do you feel that being a woman entrepreneur makes you more vulnerable to online harassment or discrimination
compared to male entrepreneurs? Select one.

e Yes
e No
e  Difficult to respond

30. How do you perceive the role of gender stereotypes or biases in influencing the occurrence of technology-
facilitated gender-based violence against women entrepreneurs? Please share your thoughts.

31. Have you ever faced any challenges or barriers in accessing support or assistance when dealing with instances
of technology-facilitated gender-based violence in relation to your entrepreneurial activities? Please share your
experiences.

32. Have you ever refrained from speaking out about instances of online harassment or gender-based violence
targeting you as a woman entrepreneur due to fear of retaliation or further victimization? Please select one.

e Yes
e No

33. Ifyes, what factors contributed to your decision to remain silent about the online harassment or violence? Please
select all that apply.
e Concerns about damaging my business reputation further
Fear of facing legal repercussions for speaking out
Lack of trust in the effectiveness of reporting mechanisms or authorities
Fear of retaliation from the perpetrator(s)
Feeling isolated or unsupported in addressing the issue
Other

33.1. If other, provide your own answer.

34. Which of the following ranges best represents your household income?
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Up to 99,999 AMD

100,000-249,000 AMD

250,000-499,999 AMD

500,000-999,999 AMD

1,000,000-2,499,999 AMD

Difficult to answer

Refuse to answer

35. Including yourself, how many people live in your household?

36. What is the highest degree or level of school you have completed? If currently enrolled, the highest degree
received. Select one.

e Higher or postgraduate
Middle vocational
Vocational training
Middle/high school

No professional education
Refuse to answer

37. What is your marital status? Select one.
Single (never married)

Married, or in a domestic partnership
Widowed

Divorced or Separated
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14. Annex C: Survey Results

Awareness of Online Targeting Behaviors (N=364)

Figure 15.1. Someone sharing or threatening to

share private information about an individual
online.
AWARENESS RATE: 64.3%
Well aware 13.2%
Slightly aware 34 6%
Moderately aware 16.5%

Not aware at all NG 26 1%
I 06%

Difficult to answer

Figure 15.3. Someone threatening physical violence
online against an individual or their relatives.

AWARENESS RATE: 58.8%

Well aware 15.4%
Slightly aware 27 5%
Moderately aware 15.9%

Not aware at all - G  53.8%

Difficult to answer

I 7.4%

Figure 15.5. Someone stealing an individual's
password and/ or accessing their online accounts,
Internet devices, etc.
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Figure 15.2. Someone sharing or threatening to share
offensive or sexually explicit images/videos of an
individual online.

AWARENESS RATE: 68.6%

Well aware 14.8%
Slightly aware 34 6%
Moderately aware 19.2%

Not aware at all

I 06 4%

Difficult to answer

E 49%

Figure 15.4. Someone sending or posting messages to
undermine an individual's self-esteem or reputation.

AWARENESS RATE: 69.5%

Well aware 20.9%
Slightly aware 30.2%
Moderately aware 18.4%

I 24 2%

Not aware at all

Difficult to answer

B 6.3%

Figure 15.6. Someone using an individual's online
accounts or creating an account using their identity.




AWARENESS RATE: 78%

Well aware
Slightly aware
Moderately aware
Not aware at all

Difficult to answer

Figure 15.7. Someone, using sexist or hateful

20.6%

33.0%

20.1%

I 21.2%

N 52%

language toward an individual online.

AWARENESS RATE: 74.3%

Well aware
Slightly aware
Moderately aware
Not aware at all

Difficult to answer

Figure 15.9. Someone creating a negative campaign Figure 15.10. Someone sending threatening emails,

26.4%

24.5%

23.4%

I 20.6%

N 52%

about an individual online.

AWARENESS RATE: 74.7%

Well aware
Slightly aware
Moderately aware
Not aware at all

Difficult to answer

19.5%

32.4%

22.8%

I 20.9%

4 4%

Figure 15.11. Someone using electronic means
demanding money, sexual acts, or additional
explicit images in exchange for not exposing
intimate images or private information.
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AWARENESS RATE: 74.7%

Well aware
Slightly aware
Moderately aware
Not aware at all

Difficult to answer

Figure 15.8. Someone spreading false information

23.4%

31.0%

20.3%

I 20.6%

I 47%

about an individual and/or defaming them online.

Well aware
Slightly aware
Moderately aware
Not aware at all

Difficult to answer

spreading rumors online, identity theft, or tracking an

23.1%

32.4%

22.5%

I 15.7%

N 6.3%

individual's internet activity (repeated behaviors).

AWARENESS RATE: 68.1%

Well aware
Slightly aware
Moderately aware
Not aware at all

Difficult to answer

Figure 15.12. Someone using editing software or other

18.4%

29.1%

20.6%

I 25 3%

N 66%

tools to place one person's face onto another's body
or other similar actions.
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AWARENESS RATE: 66.7%

Well aware
Slightly aware
Moderately aware
Not aware at all

Difficult to answer

21.7%
26.6%
18.4%
I 28 .6%
I 47%

Frequency of Online Targeting Behaviors

(N=364)
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AWARENESS RATE: 63.2%

Well aware
Slightly aware
Moderately aware
Not aware at all

Difficult to answer

16.8%
31.3%
15.1%
I 30.2%
I 6%

Figure 15.13. Someone sharing or threatening to
share private

information about an individual

Figure 15.14. Someone sharing or threatening to share
offensive or sexually explicit images/videos of an

online. (N=234) individual online. (N=250)
L e 56% "
= Very often 9.6% = \Very often
Somewhat often Somewhat often
Not very often Not very often
31 6% Mot at all often Mot at all often
Difficult to answer 25.6% Difficult to answer
Figure 15.15 Someone threatening physical | Figure 15.16 Someone sending or posting messages to
violence online against an individual or their | undermine an individual's self-esteem or reputation.
relatives. (N=214) (N=253)
7.0% o, 4.7%
2.8% G
12.6% = Very often = VVery often
Somewhat often Somewhat often
Not very often Not very often
Mot at all often Mot at all often
Difficult to answer 34.0% Difficult to answer
36.9%
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Figure 15.17 Someone stealing an individual's
password and/ or accessing their online accounts,
Internet devices, etc. (N=268)

2 6% 7.5%
11.2% « Very often
Somewhat often
Not very often
Mot at all often
Difficult to answer
36.9%

Figure 15.18 Someone using an individual's online
accounts or creating an account using their identity.
(N=272)

2.6% °-9%

9.9%
= \ery often
Somewhat often
Not very often
Mot at all often
30.5%

Difficult to answer

Figure 15.19 Someone, using sexist or hateful
language toward an individual online. (N=270)

Figure 15.20 Someone spreading false information
about an individual and/or defaming them online.

campaign about an individual online. (N=272)

2 20,4 4%

8.1%
=Very often
Somewhat often
Mot very often
36.0% Not at all often

Difficult to answer

(N=284)
1.1% 4 4%
52% 2 0 3.50%3.9%
8.8%
= Very often
= Very often
Somewhat often
25.9% Somewhat often
Not very often
Not very often
Mot at all often Niadioe
ot at all often
Difficult to answer 31.7%
Difficult to answer
Figure 15.21 Someone creating a negative | Figure 15.22 Someone sending threatening emails,

spreading rumors online, identity theft, or tracking an

individual's internet activity (repeated behaviors).
(N=248)
9 40, 4.8%
8.5%

= Very often
Somewhat often
Not very often

33.5% Not at all often

Difficult to answer
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Figure 15.23 Someone using electronic means | Figure 15.24 Someone using editing software or other
demanding money, sexual acts, or additional | tools to place one person's face onto another's body or
explicit images in exchange for not exposing | other similar actions. (N=230)

intimate images or private information. (N=243)

4 9%4-9% 260% 22%
7 80;. ' 10.0%
i)
= Very often = VVery often
Somewhat often Somewhat often
Not very often Not very often
Not at all often Not at all often
32.1% Difficult to answer Difficult to answer
42 6%

Awareness of Online Targeting Behaviors by Age Group (N=364)

Figure 15. 25. Sharing or threatening to share private information about an individual online.

24 8%
. 21.8%
35.7%
18.5% 14 0% 80.0%
100.0%
10.7%
34 2%
10.0%
14.9% 13.9%
19-24 25-34 45-54 55-64
Well aware  mSlightly aware Moderately aware Not aware at all  mDifficult to answer

Figure 15. 26. Sharing or threatening to share offensive or sexually explicit images/videos of an individual
online.

a5% 50%
20.3% 27 7% 33 3%
0y
24.3% 13.9% 0. 0% 80.0%

) 3.6%
37 6%
S 10.0%
16.7% 15.8%
19-24 25-34 45-54 55-64
Well aware  mSlightly aware Moderately aware Not aware at all  mDifficult to answer
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Figure 15.27. Threatening physical violence online against an individual or their relatives.

Figure 15.28. Sending or posting messages to undermine an individual's self-esteem or reputation.

o
19.8% 26.7%

20.3%
16.8%

30.2%

23.9% 21.89%

19-24 25-34

Well aware  mSlightly aware

32 0% 32 7%
TG
0y
196% 24 8%
21 6%
17 8%

23.0% 21.8%

19-24 25-34

Well aware  mSlightly aware

32.1%

14.3%

Moderately aware

39.3%

10.7%

17.9%

50.0%

7.1%
35-44

Moderately aware

80.0%
100.0%

10.0%

4554 55-64

Not aware at all = Difficult to answer

50.0%

100.0%
20 0% °

30.0%

4554 55-64

Not aware at all = Difficult to answer
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Figure 15.29. Stealing an individual's password and/ or accessing their online accounts, Internet devices,

etc.

Figure 15.30. Using an individual's online accounts or creating an account using their identity.

19 8% 17.8%

21.8%

21.6%

26.1% 29 8%

19-24 25-34

Well aware  mSlightly aware
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17.9%

14.3%

50.0%

14.3%

35-44

Moderately aware

33.3%

70.0%

30.0%

4554 55-64

Not aware at all  wmDifficult to answer
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Figure 15.31. Using sexist or hateful language toward an individual online.
Ay
18.5% 19.8% 33.3%
21.4%
27.0% wbohy 10.7%
80.0%
20.3% 26.1%
50.0% 66.7%
29 3% 28.7%
71%
19-24 25-34 35-44 45-54 55-64
Well aware  mSlightly aware Moderately aware Not aware at all  mDifficult to answer

Figure 15.32. Spreading false information about an individual and/or defaming them online.

e o
0y
14 0% 16.8%
27 5% 18 8%
50.0%
0.0%
24 8% 24 8%
71%
19-24 25-34 35-44 45-54 55-64
Well aware  mSlightly aware Moderately aware Not aware at all  mDifficult to answer
Figure 15.33. Creating a negative campaign about an individual online.
5% B KoL)
19.8% 20.8% 17.9% 33.3%
7.1% 60.0%
27 0% 19.8%

33.7% 0. 7%
o 60.7% 66.7%
40.0%
21.2% 21.8%
7.1%
19-24 25-34 3544 45-54 55-64
Well aware  mSlightly aware Moderately aware Not aware at all  mDifficult to answer
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Figure 15.34. Sending threatening emails, spreading rumors online, identity theft, or tracking an individual's
internet activity (repeated behaviors).

[r— e | 107%
23.9% 24.8% 17.9% 33.3%
24.8% 17.8% 80.0%
26.1%
7.1%
19-24 25-34 35-44 45-54 55-64
Well aware  mSlightly aware Moderately aware Not aware at all  m Difficult to answer

Figure 15.35. Using electronic means demanding money, sexual acts, or additional explicit images in
exchange for not exposing intimate images or private information.

L ]
25 204 25.7% 33.3%
46.4%

20.3% 19.8% 80.0%

et 30.7% 66.7%
26 19% 10.0%

. 19.8%
19-24 25-34 4554 5564
Well aware  mSlightly aware Moderately aware Not aware at all  mDifficult to answer

Figure 15.36. Using editing software or other tools to place one person's face onto another's body or other
similar actions.

30.2% 26 7% 25.0% s

10.7% 80.0%

53.6% 00%
17.6% 20.8%
19-24 2534 4554 5564
Well aware  mSlightly aware Moderately aware Not aware at all  mDifficult to answer
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info@safeyou.space
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